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ABSTRACT

ROBUST AND SECURE FEEDBACK CONTROL FOR
QUEUEING NETWORKS

by

Qian Xie

Adyvisor: Prof. Joseph Y.J. Chow, Ph.D.
Co-Adyvisor: Prof. Li Jin, Ph.D.

Submitted in Partial Fulfillment of the Requirements for

the Degree of Master of Science (Transportation Planning and Engineering)
September 2021

Feedback control is commonly used in a variety of queueing networks, including trans-
portation networks, production lines, supply chains, and communication networks. Most
existing works base on the full knowledge of model data, the perfect observation of the
traffic states, and the perfect implementation of the control. However, in practical settings,
such data may not always be available and accurate. Therefore, this thesis fills the research
gap on 1) the analysis of queueing network with data loss/errors; 2) the design of robust
and secure feedback control that resists non-stationary environments and/or security risks.
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Chapter 1

Introduction

Queueing model is a model that quantifies the queuing and delays due to random ar-
rival times and/or random service times but not captures demand and capacity fluctuations.
Specifically, a queue is a waiting line and a queueing network is a network of servers and
queues. The jobs (customers, vehicles, packets, etc.) arrive at random. They join the
waiting queues when the servers are busy. Queueing models have been widely applied
to many engineering systems such as transportation network, manufacturing system (pro-
duction line), communication nework, and computer network. Examples include security
checkpoint, toll booth, airport landing, ride-sharing, retail counter, and call center.

Feedback control, or closed-loop control, is a class of strategy that uses feedback from
the output at the input to reduce errors and improve stability. Typical feedback control on
queueing networks include routing, sequencing, service rate control, and admission control.
Routing refers to allocating jobs to downstream servers while sequencing refers to selecting
a job from the waiting queue to serve, e.g., first come first serve (FCFS). Service rate
control determines the power of the servers. Admission control holds or rejects jobs to avoid
congestion propagation. In this thesis, I consider all above feedback control in Chapter
when we analyze and design model-data independent control for Jackson queueing networks.
Then in Chapter |3| and Chapter 4] I just focus on dynamic routing for parallel queues
(servers).

Stability and optimization are two important topics associated with queueing networks
with feedback control. However, unlike simple queueing systems (e.g., M/M/1), it is hard
to compute the steady-state probabilities in general. Therefore, we need some useful tools.
For stability, or mean boundedness, we can use Lyapunov function. For optimization, we
can use theory of optimal control or Hamilton-Jacobi-Bellman (HJB) equation. In Chapter
both two topics are discussed, while in Chapter [2] and Chapter [3) T only focus on the
stability issues.

Feedback control on queueing network relies on data collection and transmission via
connected sensing and actuating components. However, in practical settings, such data

may not always be available and accurate. Besides, the lack of robust-by-design and secure-



by-design features make the components susceptible to data loss and data errors. One
real-world instance is the Internet of Vehicles (IoV), where vehicles not only communicate
with each other but also with pedestrians and infrastructures. The vehicles typically make
decisions based on the real-time routing guidance services such as Google Maps and Waze.
Such services heavily depend on traffic data but also face risks of random malfunctions and
malicious attacks [1/67]. It has been reported that an artist used phones to create a phantom
traffic jam on navigation apps [38]. We can expect that in the near future, hackers can spoof
traffic sensor data or create phantom traffic jams in navigation apps for selfish or malicious
intent (e.g., leading other vehicles to take a different road). Under such circumstances, the
information provided by such services can be faulty, and the misled travelers may suffer
extra travel times.

To the best of my knowledge, most existing analysis and design approaches base on the
full knowledge of model data (i.e., arrival rates and service rates) [5], the perfect observation
of the traffic states (i.e., queueing lengths), and the prefect implementation of the control
[21,23]. There are research gaps on the control design for networks with partial knowledge
of model data and imperfect state observation/control implementation. Nevertheless, the
impact of random and strategic sensing faults has not been well understood; practical fault-
tolerant mechanisms have not been developed either. Meanwhile, trip advisory providers,
transportation agencies, and the public are in general concerned with the security of IoV.
To address such concerns, this thesis develops theoretical foundations and practical insights
for building robust and secure queueing control for network systems including IoV. The
modeling and analysis approach for sensing faults can also be extended to other real-world
applications such as ride-sharing, public transit, and aircraft control.

The rest of this thesis is organized as follows: Chapter [2| targets on the design of stabi-
lizing MDI (modal data-independent) control policies. Such control policies select control
actions including routing, sequencing, and/or holding. Chapter [3|focuses on the analysis of
stability conditions and guaranteed throughput of the parallel routes with faulty informa-
tion of traffic states. Chapter |4 aims at the design of secure control for the parallel queues

under the risks of faulty data and/or faulty routing.



Chapter 2

Stabilizing Model
Data-Independent Control

This chapter is a joint work with Li Jin. Submitted to IEEE Transaction on Control of
Network Systems. Published under Creative Commons CC By 4.0 License [88].

Classical queueing network control strategies typically rely on accurate knowledge of
model data, i.e. arrival and service rates. However, such data are not always available
and may be time-variant. To address this challenge, we consider a class of model data-
independent (MDI) control policies that only rely on traffic state observation and network
topology. Specifically, we focus on the MDI control policies that can stabilize multi-class
Markovian queueing networks under centralized and decentralized policies. Control ac-
tions include routing, sequencing, and holding. By expanding the routes and constructing
piecewise-linear test functions, we derive an easy-to-use criterion to check the stability of
a multi-class network under a given MDI control policy. For stabilizable multi-class net-
works, we show that a centralized, stabilizing MDI control policy exists. For stabilizable
single-class networks, we further show that a decentralized, stabilizing MDI control policy
exists. In addition, for both settings, we construct explicit policies that attain maximal

throughput and present numerical examples to illustrate the results.



2.1 Introduction

Control on multi-class queueing networks has been studied in numerous contexts of
transportation, logistics, and communication systems [46,55,75,91]. Most existing analysis
and design approaches rely on full knowledge of model data, i.e., arrival and service rates,
to ensure stability and/or optimality [5]. However, in many practical settings, such data
may be unavailable or hard to estimate, and may be varying over time. Such challenges
motivate the idea of model data-independent (MDI) control policies. MDI control policies
select control actions, including routing, sequencing, and/or holding, according to state
observation and network topology but independent of arrival/service rates. Such policies are
easy to implement and, if appropriately designed, can resist modeling error or non-stationary
environment. However, the stability of general open multi-class queueing networks with
centralized or decentralized MDI control policies has not been well studied.

In this chapter, we consider the stability of multi-class queueing networks with throughput-
maximizing MDI control policies. Particularly, we focus on acyclic open queueing networks
with Poisson arrivals and exponential service times. Jobs (customers) are classified ac-
cording to their origin-destination (OD) information. Service rates are independent of job
classes. A network is stabilizable if there exists a control policy that ensures positive Har-
ris recurrence of the queueing process, whether the network is open-loop or closed-loop,
centralized or decentralized [19]. By standard results on Jackson networks, stabilizability
is equivalent to the existence of a (typically model data-dependent) stabilizing Bernoulli
routing policy [30]. We assume that the class-specific arrival rates and the server-specific

service rates are unknown to the controller. The main results are as follows:

1. An easy-to-use criterion to check the stability of a multi-class network under a given
MDI control policy (Proposition .

2. For a multi-class network, a stabilizing centralized MDI control policy exists if and
only if the network is stabilizable (Theorem [1)).

3. For a single-class network, a stabilizing decentralized MDI control policy exists if and
only if the network is stabilizable (Theorem [2)).

Previous works on stability of queueing networks are typically based on full knowledge
of model data [15,20%29,|46}/69,(70,/79]. So far, the best-studied MDI control policy is the
join-the-shortest-queue (JSQ) routing policy for parallel queues [21}23}[28}35, 54, (58|80} 84]
or simple networks [9], which requires only the queue lengths and does not rely on model
data |14]. When and only when the network is stabilizable, i.e., the demand is less than
capacity (service rate), the JSQ policy guarantees the stability of parallel queues/simple
networks [9,27] and the optimality of homogeneous servers [21]. However, JSQ routing does
not guarantee stability of more complex networks [14]. MDI routing for general networks

has been numerically evaluated [50], but no structural results are available. Most studies



on MDI routing for general networks are not aimed for stability [45,61,66.[81]. In addition,
decentralized dynamic routing has been considered for single origin-destination networks
[33,68] but not in MDI settings.

To design stabilizing MDI control policies, we first develop a stability criterion (Propo-
sition based on route expansion for queueing networks and explicit construction of a
piecewise-linear test function. The expanded network is essentially a parallel connection
of all routes from the set of origins to the set of destinations. With this expansion, we
use insights on the behavior of parallel queues and of tandem queues to construct the test
function and derive the stability criterion. The test function can be used to obtain a smooth
Lyapunov function verifying a negative drift condition. The piecewise-linear test function
technique was proposed by Down and Meyn [19]; however, their implementation relies on lin-
ear programming formulations to determine parameters of the test function, which depends
on model data. We extend this technique to the MDI setting using explicitly constructed
test functions.

Based on the stability criterion, we design control policies in centralized and decen-
tralized settings. First, for multi-class networks, we present a stabilizing centralized MDI
control policy requiring dynamic routing and preemptive sequencing named JSR policy
(Theorem. The control policy is obtained by minimizing the mean drift of the piecewise-
linear test function, and the mean drift is guaranteed to be negative if and only if the
network is stabilizable. The JSR policy, which is centralized and MDI, maximizes through-
put among all control policies. Compared with other centralized policies, it does not require
knowledge of model data, and compared with other MDI policies (e.g., JSQ), it guarantees
stability for any stabilizable networks. Second, for single-class networks, we present a de-
centralized routing and holding policy that guarantees stability (Theorem . Such policies
can also maximize the throughput since the stabilizability of the network implies that the
throughput can be as large as close to the capacity. The results are closely related to the
theory on the classical JSQ routing policy [14] and the decentralized max-pressure control
policy [83].

The rest of this chapter is organized as follows. Section [2.2] defines the multi-class queue-
ing network model. Section presents the stability criterion based on route expansion
and piecewise-linear test function. Section [2.4] and Section [2.5] consider the control design
problem in centralized and decentralized settings respectively. Section [2.6] gives concluding

remarks.



2.2 Multi-class queueing network

Consider an acyclic network of queueing servers with infinite buffer spaces. Let N be
the set of servers. Each server n has an exponential service rate [i,. The network has a
set S of origins and a set T of destinations. jobs are classified according to their origins
and destinations. That is, we can use an origin-destination (OD) pair (S,7") € C to denote
a job class, or simply class. For notational convenience, classes (OD pairs) are indexed by
¢ = (S, T¢). jobs of class ¢ arrive at S, according to a Poisson process of rate A > 0. We
assume that service rates are independent of job class.

The topology of the network is characterized by routes between origins and destinations.
We use |r| to denote the number of servers on route 7. Let R, be the set of routes between S,

and T, and define R = |J..» R.. Below is an example network to illustrate the notations.

ceC

Example 1. Consider the Wheatstone bridge network in Fig. [2.1 Tuwo classes of jobs

Figure 2.1: A two-class queueing network.

arrive at S1 (resp. S2) with \y > 0 (resp. Ao > 0). The set of servers is N ={1,2,...,5}
and the set of OD-specific routes are

7—‘\>/1 = {(173)7 (4)}7 RQ = {(2)7 (3, 5)}

The state of the network is defined as follows. Let Z = [Z{]nenrcec be the vector of
class-specific job numbers, where Z¢ is the number of jobs of class c in server n, either
waiting or being served. Let X be the space of . We use X (t) to denote the state of the
queueing process at time .

We consider three types of control actions, viz. routing, sequencing, and holding. All
control actions are essentially Markovian (in terms of Z plus additional auxiliary states) and
are applied at the instant of transitions, which include the arrival of a job at an origin or the
completion of service at a server. Routing refers to allocating an incoming job to a server
downstream to the origin or allocating a job discharged by a server to another downstream
server. Sequencing refers to selecting a job from the waiting queue to serve. The default
sequencing policy is the first-come-first-serve (FCFS) policy. For the multi-class setting, we
consider the preemptive-priority that can terminate an ongoing service and start serving

jobs from another class, while the job with incomplete service is sent back to the queue.



Holding refers to holding a job that has completed its service in the server while blocking
the other jobs in the queue from accessing the server.

Following [16], we say that a queueing network is stable if the queueing process is positive
Harris recurrent. For details about the notion of positive Harris recurrence for queueing
networks, see [15,16,(19]. Finally, we say that the network is stabilizable if a stabilizing

control exists. One can check the stabilizability using the following result:

Lemma 1. An open acyclic queueing network is stabilizable if and only if there exists a

vector [&]rer such that

& >0, VreR,
)\czzgm VCGC,

TERC

Y & <fm, YneWN.

reR:ner

The proof and implementation are straightforward.



2.3 Stability criterion

In this section, we derive a stability criterion for multi-class networks under given control
policies. The techniques that we use include the route expansion of the original network and
the explicit construction of a piecewise-linear test function based on the network topology.
In Section we construct an expanded network based on the original network. In
Section we apply a piecewise-linear test function to the expanded network to obtain

a stability criterion (Proposition (1) for both the expanded and the original networks.

2.3.1 Route expansion

For the convenience of constructing test function, we first introduce the route expansion.
Route expansion refers to the construction of an expanded network based on the topology of
original network (defined in Section [2.2)). The high-level idea is to decompose the network

into routes, and the specific procedures are:
1. Place all routes R in the original network in parallel.
2. Add two-way connections between duplicates of servers in the original network.

For example, Fig. shows the expanded network constructed from the original network

in Fig.
2 1 3a
! g (from 1) (fro:n 3)

Figure 2.2: Route expansion of the network in Fig.

We call "servers” in the expanded network as subservers, since they are obtained by
duplicating actual servers in the original network. Subservers are indexed by k, ¢ € C is
the class index, rp € R is the route index, and i; € {1,2,...,|r|} is the numbering of
subserver k on route rp. We use k € r to refer to that subserver k is on route r. Let K
be the set of all subservers and K. be the set of subservers with ¢ = ¢. We use ny € N
to denote the actual server that corresponds to subserver k. In addition, let k, (resp. k)
denote the subserver immediately upstream (resp. downstream) to subserver k.

The state of the expanded network is = {z{;k € K,c € C}, denoting the vector of

number of class-c jobs in subserver k. Let xj := ) .- 2%,k € K. The expanded state space

ceC
is X = Z|>C(|)X‘K‘. Note that the states of the expanded network and the states of the original



network are related by
o= Y af, kek, (2.1)

for each n € NV.

The routing policy is characterized by 7 : X — [0, 1] [Clx|Kf

, Where 7r,f:7 i 1s the probability
that a class-c job is routed from subserver k to subserver k’.

The holding policy is characterized by ¢ : X — {0,1}*l where ¢, specifies whether
subserver k is holding ((x(z) = 0) or not holding ((x(x) = 1) when the current state is x.

Two subservers k and k' are duplicating if n;, = nj. Note that the service rates of
duplicating subservers are coupled in the sense that for each server n € N/, at a given time,
at most one subserver k such that nx = n can be actively serving jobs, or active. This can
be modeled as an imaginary service rate control policy p : X — RIFl such that the service

rate ug(x) of subserver k satisfies

Z wr(x) < fin, VreX.

k:ng=n

Such control policy is essentially equivalent to the class-based preemptive sequencing in the
original network.

Note that {X () : ¢ > 0} is a Markov process, and the positive Harris recurrence refers
to that there exists a unique invariant measure v on X such that for every measurable set
D C X with v(D) > 0 and for every initial condition = € X,

Pr{rp < 00| X(0) =z} =1,

where 7p = inf{t > 0: X (t) € D}. Also, though {X () : t > 0} is not a Markov process, it
will eventually converge to a steady state distribution.

The route expansion technique not only expands the network but also decomposes the
state variables. Jobs can move along the expanded network using two transition mecha-
nisms. One is actual transition, referring to moving a job from subserver k (or an origin)
to its downstreamsubserver ks (or a destination). The other is imaginary transition that
moves a job from one subserver k to a duplicating subserver &’ thereof, see imaginary switch
in Section Imaginary transitions always occur instantaneously. Note that an actual
transition corresponds to a transition in the original network, while an imaginary transition
does not; this is also revealed in .

One can always map a control action in the expanded network to the original network.
However, an MDI control policy may not exist on the state space of the original network; we
do need an expanded state space for MDI control. In addition, we allow imaginary control

actions in the expanded network, including imaginary service rate control and imaginary
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switch; see Section and Section Such imaginary actions only make sense in the
expanded network and do not correspond to actual service rate control or switch in the

original network.

2.3.2 Stability of the expanded network

After introducing the expanded network and the mathematical definition of the control
policy, the main question of this paper can be expressed in a formal way as follows.

Given an expanded queueing network and a control policy ¢ = (, i, ¢), how can we tell
if the control policy ¢ is stabilizing, i.e., the expanded network is stable under ¢?

The answer of this question will be given in Proposition Before that, we need to
introduce the test function technique first. As opposed to linear programming-based con-
struction in [19], we provide an explicit construction, where parameters of the test function
do not rely on solving any optimization problems. The high level idea is to identify the bot-
tlenecks and their upstream subservers. Our construction is based on the route expansion

described in the previous subsection.

1. For each class ¢ € C and expanded state x € X, define

pl@)i=  max Y

K.CKe:
KEK = kpCk FEKe

where aj € (0,1) is a parameter.

2. Define a piecewise-linear test function

V(z) = rggéc bege(x),
ceC

where b, € (0,1) is a parameter.

We call V() the test function rather than the Lyapunov function, since strictly speaking,
a smooth Lyapunov function should be developed based on the piecewise-linear test function
to verify the Foster-Lyapunov stability criterion. Down and Meyn [19] showed that as long
as a piecewise-linear test function can be determined, one can always smooth it to obtain a

qualified C? Lyapunov function.

Remark 1. The test functions we proposed in this work are MDI. But generally speaking,
they do not need to be MDI since it does not affect the control policies to be MDI.

Definition 1 (Dominance). Consider state x € X.

1. We call C* a set of dominant classes if

C* € argmax Z bege ().
cce ceC
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Fach class ¢ € C* is a dominant class.

2. We call K} a set of dominant class-c subservers if

K € argmax Z apTy.
K.CKe:
keKo=kpelc, FEKe

Each subserver k € K} is a dominant class-c subserver.

3. A router € R, is dominant if it includes dominant class-c subservers, i.e. there exists

dominant class-c subserver k € K such that k € r.
Let R, be the set of dominant class-c routes.

4. A subserver b € K} is called a bottleneck if it is a dominant class-c¢ subserver while

its immediate downstream subserver bs ¢ K} is not.

Remark 2. A route or server is dominant if changes in its traffic state immediately affect
the test function V.

A regime X of the piecewise-linear test function is a subset of X such that there exist
CX CC KX = Upex KX C K, and R* = (J.cox RY € R where CX, KX, RY are
dominant for each z € X, i.e., the test function is linear over X. Let 2  be the set of

regimes; note that (Jyc o X = X

Definition 2 (Mean velocity and drift). Consider a multi-class network with state x € X

under an expanded control policy ¢ = (m, u, ().

1. The mean velocity at state z is a function v : X — RIXl such that for each k € K,

(@) =Y A (@) + g, ()G, (2) — (@) ().

ceC

where 7§, is the probability that a class-c job is routed from origin Sc to subserver k,
while pg and (i, are the controlled service rate and the holding status of the subserver

k respectively.

2. Given X € Z such that x € X, the mean drift over X is given by

DX(z) = Z be Z aivg(x).

ceCX  keKX

Remark 3. In our subsequent analysis, the mean drift DX (x) of the test function will play
the role of infinitesimal generator applied to a Lyapunov function; see [19] for the connection

between the test function and the Lyapunov function.

The main result of this section is as follows:
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Proposition 1. Consider a multi-class network under the expanded control policy ¢. Sup-
pose there exist constants M < oo, € > 0, and ay,b. € (0,1) (V c€C, k € K.), such that

for each X € 2 and each x € X where |x|= Y x > M,
keK

Z be Z arvg(x) < —e. (2.2)

ceCX  keKX
Then, the network is stable.

Proof. Consider the test function V(z). By its definition, if z € X, we have

V(J}) - Z be Z AfT-

ceCX  keKX

The mean drift is given by

DX(J:) = Z be Z agvg(z)

ceCX  keKX

(2-2) x
c*|-1 Cl—1
< ATl < —4lfLe

x:|x|> M.
One can then apply [19, Theorem 1] and [19, Lemma 5] to obtain the stability of the network.
O

As a benchmark, the approach in [19, Theorem 1] requires solving linear programs
to obtain parameters of the test functions in Proposition [1} while our approach explicitly
constructs the parameters (see Sectionand Section. Moreover, the proposed control,
which is independent of model data, guarantees stability if and only if the network is
stabilizable (see Theorem |1 and Theorem, while the approach in [19] relies on knowledge

of model data.
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2.4 Centralized control for multiple classes

In this section, we consider the “join-the-shortest-route (JSR)” policy (a joint routing
and sequencing policy) for centralized control. The JSR policy is MDI and constructed
based on the expanded network. We will show that it is stabilizing if and only if the
network is stabilizable.

The test functions are constructed as follows.

1. For each class ¢ € C, each route r € R, and each expanded state x € X, let

fr(z) := maxa®~? Z xj,

ker

jZJ<Zk
._ |Rc|—1 Z
: ma,
9:(2) == max f fila
T‘ERC

where a € (0,1), 5 € (0,1) are constant parameters.

2. The piecewise-linear test function is given by

_ |Cl—1
V(w) := maxy D gel

ceC
where v € (0,1) is a constant parameter.
Let the parameters be such that
IR|-1 Ic]-1
=p= v > (2.3)
R ep

and follow the notions of dominance accordingly (see Definition . Note that such MDI
parameters «, 3, v always exist. The control that we consider in this subsection only depends

on «, 8,7 and is thus MDI. Specifically, we define the JSR policy as follows:

Definition 3 (Join-the-shortest-route (JSR) policy).

1. (Routing) At an origin S, an incoming job of class ¢ is allocated to the route r* € R,
such that

r* € argmin f,(x).
reERc
If there is only one minimum, then r* must be a non-dominant route. Otherwise, let
b* be the bottleneck on route r*. Then, an incoming job of class c is allocated to the
route * € R, with the largest iy«, which is denoted by i.. Further ties are randomly

broken.
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2. (Imaginary service rate control) Let IC,, be the set of subservers corresponding to server
n and let B be the set of bottlenecks for a given x. Then, a subserver k € IC,, is activated

if k € B. If multiple subservers are in IC,, N B, then activate the subserver k* such that

k* = argmin{ic, + |Re,|};
kek,NB
ties are randomly broken. This is to ensure that the bottlenecks are active to discharge

jobs and only one of the duplicating subservers can be active.

The main result of this section is the following:

Theorem 1 (Stability of JSR policy). The JSR policy stabilizes a multi-class network if

and only if the network is stabilizable.

This theorem implies that the JSR policy is also throughput-maximizing, as long as
the network is stabilizable, i.e., the demand is less than the total capacity. Note that the
stabilizability can be easily checked using Lemma

In the rest of this section, we apply Theorem [l to study the stability of the Wheat-
stone bridge network under the JSR policy (Subsection and then prove this theorem

(Subsection [2.4.2).

2.4.1 Numerical Example

Consider the network in Fig. and suppose that Ay = Ao = A =1and g, = pu =1 for
n=12,4,5and i3 = %. This example is for illustrating the route expansion and the test
function construction.

Note that under the above model parameters, the decentralized JSQ policy is desta-
bilizing. To see this, i1 = j14 implies that on average, class-1 jobs are evenly distributed
between server 1 and server 4. Thus, the average departure rate of class-1 jobs from server 1
is %, which exceeds the service rate of server 3. Therefore, the queue at server 3 is unstable.
The main reason that the JSQ policy is destabilizing is the ignorance of downstream con-
gestion. As X3(t) gets large, a reasonable action is to allocate fewer class-1 jobs to server
1. However, the JSQ policy disallows such far-sighted decisions.

An alternative centralized stabilizing routing policy can be the following JSR policy:

1. A class-1 job arriving at ) is routed to server 1 if X{(¢) + Xi(t) < X}(t), to server
4 if X1 (t) + X3(t) > X(t), and randomly otherwise.

2. A class-2 job arriving at Ss is routed to server 3 if X2(¢) + X2(t) < X2(t), to server
2 if X2(t) + X2(t) > X3(t), and randomly otherwise.

3. The dominant class has a higher priority.
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That is, when jobs are routed at Sy, the decision is based on not only the local state (X7 (t)
and X4(t)), but also the state further downstream (X3(t)).

The expanded network is shown in Fig. Each block in the figure represents a
subserver. In particular, subservers 3a and 3b are decomposed from server 3; the other
servers are remained. Solid arrows correspond to actual transitions in an original network,
while dashed arrows correspond to imaginary transitions between duplicating subservers.

In the expanded network, a job can move along both solid and dashed arrows. The
color of an arrow shows which class can move along it: blue means class (S1,71), red means
(S2,T>), and purple means both. For ease of presentation, we label (S1,71) as class 1 and
(S2,T») as class 2. For example, a job of class (S1,71) can visit subservers 4, 1, 3a, 3b and
the destination T7.

In the expanded network, the JSR policy works as follows.

1. A class-1 job arriving at Sp is routed to subserver 4 if X4(t) < Xi(¢) + X34(t), to
subserver 1 if Xy(t) > X1(t) + X34(t), and randomly otherwise.

2. A class-2 job arriving at Sy is routed to subserver 3b if Xs,(t) + X5(¢t) < Xa(t), to
subserver 2 if Xg;(t) + X5(t) > X2(t), and randomly otherwise.

3. If subserver 3a is dominant while subserver 3b is non-dominant, and server 3 is serving
a class-2 job, then server 3 preempts the class-2 job being served in 3b to the class-1
job in 3a, and vice versa. If both subserver 3a and subserver 3b are dominant, then

server 3 gives priority to class-2 job since the index of 3b is smaller.

By Theorem (1] the network can be stabilized by the JSR policy if and only if

9
AL <2, Ay <2, )\1+)\2<Z.

We use the following parameters for the test function:

3 3\5
momr=den (3

One can verify that the above parameters satisfy ([2.3|) and Proposition |1/ by considering the

following cases:

1. Only one route is dominant. In this case, an incoming job is always allocated to a

non-dominant route, leading to non-positive contribution to the mean drift:

3

D¥(z) < —yPop = —(1>3 < —e

2. Two routes with different OD pairs are dominant. This case is analogous to the
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previous case:

3. Two routes with the same OD pair or more than two routes are dominant. In such

cases, the mean drift satisfies

3

D¥(x) <8N\ —p—ap) = —(1)5 < —e.

Consequently, the network is stable under the MDI JSR policy.

2.4.2 Proof of Theorem [1]

In this subsection, we will the sufficiency and the necessity respectively, based on the
connection between the sign of the mean drift and the stabilizability of the network. When
analyzing the mean drift, we consider two parts: external arrivals and internal transmission.
We first show that any internal transmission does not positively contribute to the mean
drift and then show that any positive contribution from external arrivals can always be

compensated by internal transmissions.

Internal transmissions

Note that under the JSR policy, every job remains on the route assigned to the job when
it enters the network. Hence, internal transmissions only occur between subservers on the
same route.

Given z, consider an internal transmission from subserver k to subserver j; this implicitly
requires xx > 1. The definition of dominance ensures that if j is dominant, then so is k.

Hence, we need to consider the following cases:

1. If £ and j are both dominant, the transmission leads to zero contribution to the mean
drift DX (z) for all X such that z € X.

2. If k is dominant and j is non-dominant, the transmission leads to the following con-

tribution to the mean drift:
—a* Ly (z) <0.
Hence, internal transmissions never lead to positive contribution to the mean drift.

External arrivals

Given x # 0, consider a regime X € 2 such that x € X. For each ¢ € C, the JSR

policy ensures that if there exists a non-dominant route in R., then an incoming job must
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be allocated to a non-dominant route in R., leading to non-positive contribution to the
mean drift. Hence, we only need to consider dominant classes ¢ such that every route in R,
is dominant, i.e. Rg( = R.. Recall that C* C C is the set of dominant classes. The part of

the mean drift associated with ¢ € C* satisfies

Df(m) < ,YIC*‘_1B\RC\—1(O/C—1>\C _ Z aib—lub($)>

beBX:cp=c

C*|-1 A X
=~ C1 AT (@)
over any regimes of the piecewise-linear test function, where i. is given in Definition

Lemma 2. When x # 0, there is no empty bottleneck, i.e.
xp > 1. (2.4)

Proof.

Since x # 0 and 7y is dominant, we have

If 4, = 1, then the above inequality directly implies ([2.4]).

Now consider the case that 7, > 2. Since b is a bottleneck, we have

ol Z x> a2 Z Tk,

keryip<ip keryip<ip—1

which implies

and thus we have . O
Lemma [2| is to ensure that the bottlenecks are none-empty to discharge jobs and thus
contribute negative terms to the drift.
Next, we show the sufficiency of Theorem Based on the definition of the routing
policy (see Definition , Vb € BX, we have i; < i, when the incoming job is allocated to a
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dominant route. Then

S AX@ < Y pR et (- Y )

ceC* ceC* beBX:cp=c
= S @t R (= 3 )
ceC* beBX:cp,=c
= Z aefe
ceC*

Without loss of generality assume C* = {1,2,---,m} and
i1+ |R1|<ig + [Ra|< -+ < + [Rim-

Then by using Abel transformation (summation by parts), the right hand side of the
above inequality (abbr. RHS):

m—1 7 m
RHS = Z(al — Oéi+1) ZB] + amz,ﬁm
=1 j=1 j=1

Based on the assumption, we have a; > a; 41 and

%

jz:ﬁj = Z ()\j - Z Mb(@)

Jj=1 beBX:cp,=j
i

=2 N X im
Jj=1 nb:bEBiX

:Z)‘j_ Z Fn
j=1

neN;
<0,

where B; is the set of bottlenecks in the first 7 classes and A is the min-cut of the original
network with the first ¢ classes. Here we use the definition of the imaginary service rate
control (see Definition [3) and Lemma

Since RHS < 0, we have Y ... AX(2) < 0 and thus DX (z) < 0. Then by noting that

internal transmissions lead to non-positive contributions to the mean drift, we have

DX(z)< 3 DX(w) <0,
ceC*

which implies stability. O
Finally, the necessity is apparent: if a network is not stabilizable, then there exists no
MDI control that can stabilize the network.
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2.5 Decentralized control for a single class

For a single-class network, we can drop the class index and use xj to denote the number
of jobs in subserver k. Note that such network has a single origin and a single destination.
Again we can do route expansion on such network.

We consider a decentralized MDI control policy as follows.

Definition 4 (JSQ with artificial spillback). The JSQ with artificial spillback (JSQ-AS)

policy is as follows:

1. (Routing) A discharged job is routed to the shortest downstream queue, with ties ran-

domly broken.

2. (Holding) For each subserver k, any job which has finished the service will be held if
and only if X5, (t) > Xi(1).

3. (Imaginary switch) When a dominant subserver k is inactive while its non-dominant
duplicate k' is active, and both are mot in the holding status, then the job in k' is

moved to (and discharged from) k after service, and then routed to the downstream of
k (i.e., sg).

Note that under the holding policy, the process {X(¢);t > 0} admits an invariant set
Q C X given by

Q:={rxeX az, <xkeck} (2.5)

Since we consider the long-time stability of the network, it suffices to consider the states
in an invariant set. The above result indicates that in the invariant set Q, the queue size
of any subserver is upper-bounded by the queue size of its immediate upstream subserver.

The JSQ-AS policy is decentralized in the sense that control actions on subserver
k only depend on local traffic information: the number of jobs in duplicate subservers
{7 : np = np} and that in immediate downstream subservers {zs,, : np = np}. A key
characteristic of such policies is that congestion information can propagate through the
network via the forced holding: if a subserver becomes congested (i.e. xj gets large), the
congestion will propagate to the upstream subservers in a cascading manner (“artificial
spillback”). Importantly, such artificial spillback does not undermine throughput like the
natural spillback caused by the limited buffer size. The reason is that though congestion
can propagate, the queue size in any downstream subserver is not upper-bounded. Artificial
spillback is the main difference between the JSQ-AS policy and the classic JSQ policies.

Note that though the JSQ-AS policy is constructed based on the expanded network,
its actions can always be converted to the ones in the original network. Importantly, the

decentralized control in the expanded network must also be decentralized in the original
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network. Also note that the imaginary switch has no impact on the original network or the
test function.

The main result of this section is as follows:

Theorem 2 (Stability of JSQ-AS policy). For the route expansion of a single-class network,
the JSQ-AS policy is stabilizing if and only if

A< @™, (2.6)

C

where @"¢ is the min-cut service rate of the original network.

This theorem implies that JSQ-AS policy is also a throughput-maximizing policy since
we allow any throughput that satisfies .

In the rest of this section, we apply Theorem [2|to study the stability of the Wheatstone
bridge network under the JSQ-AS policy (Subsection and then prove this theorem

(Subsection [2.5.2).

2.5.1 Numerical Example

destination

destination

i» origin

s
Figure 2.3: A single-class queueing network and its expanded network.

Consider the original network with route expansion in Fig. Again suppose that
A=1, jy = % for n =1,2,---,5. Similarly, with the above parameters, the JSQ policy is
destabilizing since the queue at server 5 is unstable. However, in the decentralized setting,
the control actions can only depend on the local state, say the routing decision at the origin
can be based on Xj(t) and X4(¢), but not X5(¢). A remedy is to introduce the holding
policy (artificial spillback) to the JSQ policy so that the downstream congestion can be
relieved and the local state can somehow reflect the states further downstream.

In the expanded network, server 1 is decomposed into subserver la and 1b, server 5 is
decomposed into subserver ba and 5b. The states in the original network and those in the
expanded network satisfy Xi(t) = X14(t) + X15(t) and X5(t) = Xs54() + X55(¢). The initial
states of the expanded network can be not unique. Say the initial queue size of server 1 is
2, then the initial queue sizes of subserver 1a and 1b can be 2, 0 or 1, 1 or 0, 2 respectively.
Then the states are updated based on the model and our JSQ-AS policy. For example, the
routing decision at the origin is based on X14(t), X15(t) and X4(t) rather than X;(t) and
X4(t); a job which has just finished the service at server 3 will be held if Xs54(¢) > X3(t),
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once released, it will be routed to the shorter downstream queue by comparing X5, (t) and
Xsp(t).

2.5.2 Proof of Theorem [2]

This proof uses the connection between the stabilizability condition and the sign of
the mean drift. But before showing the mean drift is negative, we first present the explicit
MDI piecewise-linear test function and several key lemmas that can help us analyze the
mean drift.

The piecewise-linear test function is constructed as follows:

1+ (|K|-1)¢
Vie) = mex {|K D g
reEK=preK keK
where 0 can be any small value such that 0 < § < 1.
The following lemmas are useful in proving Theorem [2| where we consider the regime

X C Q containing z.
Lemma 3. A bottleneck can not be in the holding status.

Proof. Otherwise, the bottleneck must have at least one downstream subserver. By (12.5),

. = xp. Since b is a bottleneck, we have

1+ (|KX|-2)8 + (|KX|-1)
_— < ——W——— 2.7
|KX|—1 Zl“k_ |KX| Z Lk ( )
kb ke KX
which implies
—08) Y @ < KX+ (KX [-2)d]zs. (2.8)
ke KX

Since zp < x5, , we have

) Y ap < |KX[(1+|KX8)zs,,
ke KX
which is equivalent to
1+ (|KX|-1)8 1+ |KX|6
KX Zx"?< KX|+1 (Zxk’+$sk)
keKX keKX

contradicting with the fact that subserver b is dominant and subserver s; is non-dominant.

O

Corollary 1. Based on (2.8), we have x, > 0, i.e., any bottleneck b must be non-empty.



22

This corollary and Lemma [3 ensure that all bottlenecks can discharge customers and

contribute negative terms to the drift.

Lemma 4. Let k! be the first subserver on route r, then either the route with the smallest

Zp1 18 non-dominant or every route is dominant.
i

Proof. If there is only one route, then that route must be dominant. Now assume there
are at least two routes and route 7 has the smallest zp1, i.e. V.7 € R, xj1 < 1. Suppose
kl' € KX and 3r € R st. k! ¢ K. Note that by [2.5), 2, < 21 < Tp1, then from (2.7)

we have

L+ (|KX|-1)8 14 |KX[s
—‘KX‘ Z T < ’KXH—I ( Z CL‘k-I-xkl)
keKX keKX

contradicting with our supposition. Therefore, either 7 is non-dominant or every route in
‘R is dominant. O

Lemma 5. If x € X makes every route r € R dominant, then we have

Z Mk(x) = Z Hn

keBX nn=ny,keBX

Proof. Once there is an inactive bottleneck k£ and a non-dominant but active duplicate
subserver k', the imaginary switch mechanism will move the job being served in &’ to k and
move one job in k to k’. This is allowed since both k and k' contain at least one job due to
the fact that a job being served in k' and the bottleneck & must be non-empty. O

Similar to the proof of Theorem [l we first analyze the internal transmissions and then

the external arrivals.

Internal transmissions

In the proof of Theorem (1, we have already discussed the case where internal trans-
missions between subservers are on the same route. However, unlike the JSR policy, the
JSQ-AS policy allows internal transmissions between subservers on different routes. Hence,
we also need to consider the internal transmission from subserver k to subserver j where
Tk # Tj.

The definition of dominance ensures that if & is non-dominant, so is s;. According to
the routing policy, x5, > x;j. Let £ be the first non-dominant subserver on route r; and b be
the bottleneck on route ;. If j is non-dominant, then by , we have 2y > x5, > x; > xp.
Now from we can obtain

1+ (JKX|-1)8 14 |KX[s
KX D < KX+ (3 wtm),
keKX keKX
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contradicting with the definition of dominant subservers.
Thus, it cannot be the case that k is non-dominant and j is dominant, which implies

that any internal transmission does not positively contribute to the mean drift.

External arrivals

According to Lemma [4] if a non-dominant route exists, then the routing policy guar-
antees that an arriving job must be routed to the first subserver on a non-dominant route
r; this leads to non-positive contribution to the mean drift. Otherwise, every route is
dominant. Then for any x € Q (z # 0), the drift satisfies

Corollar X|_
Yy < YEW(A— > m)6))

beBX
R5) 1+ (| KX|-1)6
D LU 5 )
[ K
beBX

Lem_maIEl—I—(\KX—l)é( ~ )

- ‘KX‘ A Z Hn

n:n=ny,keBX

Lemma [1

< 0,

which completes the proof. O

The JSQ-AS policy cannot be directly applied to multi-class network, because the imag-
inary switch mechanism may move a job to the subserver of a different class with a different
destination. Although the imaginary service rate control in the JSR policy can be used
for multiple classes, it needs global information such as the information of dominance and
bottlenecks for the preemption, so it is not suitable for the decentralized setting. The design

of a decentralized MDI control policy for multi-class network can be a future work.
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2.6 Concluding remarks

This chapter studies the stability of open queueing networks under a class of model
data-independent control policies. In addition, we derive an easy-to-use stability criterion
based on route expansion of the network and explicit piecewise-linear test functions. With
the stability criterion, we generalize the classical join-the-shortest-queue policy to ensure
stability and attain maximum throughput under centralized/decentralized settings. Our
analysis and design can also be applied to specific network control problems with stability
issues.

For the future studies, one research direction can be the stabilizing decentralized MDI
control on multi-class queueing network. The challenge lies in: 1) The imaginary service
rate control used in the JSR approach needs global information (such as the information
of dominance and bottlenecks) for the preemption, so it cannot be directly applied in the
decentralized setting; 2) If the imaginary switch used in the JSQ-AS approach is applied to
the multi-class network, then it may move a job to the subserver of a different class with
a different destination. Thus, JSQ-AS is not suitable for multi-class network. However, we
can still explore more clever approaches than the imaginary service rate control and the
imaginary switch.

One application is the district routing, i.e., assigning routes to connected autonomous
vehicles (CAV) in a district with the objective of minimizing the average travel time of
CAVs. Each CAV has its own origin and destination. Each signal-free intersection can be
viewed as a server. In the internet of vehicles, information (e.g., queueing length) can be
shared among the intersections and vehicles. If there is a routing app or a system operator
that knows the global information and uses it for the feedback control (routing, sequencing,
and holding), we can consider it as a centralized setting. Otherwise, it is a decentralized
setting. The queueing model can be used to simulate the driving environment and boost
the reinforcement learning by replacing SUMO in the training part. This is a joint work
with NYU ECE Highspeed Networking Lab.



Chapter 3

Resilience of Dynamic Routing

with Sensing Faults

This chapter is a joint work with Li Jin. Published in conference version form at
2020 American Control Conference [87] and in report version form published at the NYU
C2SMART Center [43].

Feedback dynamic routing is a commonly used control strategy in transportation sys-
tems. This class of control strategies relies on real-time information about the traffic state
in each link. However, such information may not always be observable due to temporary
sensing faults. In this chapter, we consider dynamic routing over two parallel links, where
the sensing on each link is subject to recurrent and random faults. The faults occur and
clear according to a finite-state Markov chain. When the sensing is faulty on a link, the
traffic state on that link appears to be zero to the controller. Building on the theories of
Markov processes and monotone dynamical systems, we derive lower and upper bounds for
the resilience score, i.e., the guaranteed throughput of the network, in the face of sensing
faults by establishing stability conditions for the network. We use these results to study
how a variety of key parameters affect the resilience score of the network. The main con-
clusions are: (i) Sensing faults can reduce throughput and destabilize a nominally stable
network; (ii) A higher failure rate does not necessarily reduce throughput, and there may
exist a worst rate that minimizes throughput; (iii) Higher correlation between the failure
probabilities of two links leads to greater throughput; (iv) A large difference in capacity

between two links can result in a drop in throughput.

25
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3.1 Introduction

The rapidly growing deployment of traffic sensing and vehicle-to-vehicle/infrastructure
(V2V/ V2I) communications has enabled the concept of intelligent transportation system
(ITS). In ITS, system operators and travelers have access to real-time traffic conditions
and can thus make better decisions. Dynamic routing is a typical ITS capability, which is
conducted via route guidance tools such as Google Maps and WAZE. System operators can
also influence routing via tolling and instructions for traffic diversion, which also rely on
real-time traffic conditions. A major challenge for dynamic routing in I'TS is how to ensure
system functionality and efficiency under a variety of sensing faults. Quality of sensing and
communications significantly affects system performance. However, data health is a serious
issue that system operators must face. On some highways, up to 30%-40% of loop sen-
sors do not report accurate measurements [64,82]; similar issue exists for camera sensors.
Even though some routing guidance tools may have certain internal fault detection and
correction actions, the benefits of such actions can be further evaluated. Moreover, with-
out appropriate fault-tolerant mechanisms, feedback control algorithms may make decisions
based on wrong information, and I'TS may even perform worse than a comparable conven-
tional transportation system. Therefore, I'TS will not be well accepted by the public and
transportation authorities unless the impact of sensing faults is adequately evaluated and
addressed. However, such impact has not been well understood, and practically relevant
fault-tolerant routing algorithms have not been developed.

In this chapter, we propose a novel model that synthesizes traffic low dynamics and
stochastic sensing faults. Based on this model, we evaluate the impact of faults on fault-
unaware routing algorithm and derive practically relevant insights for designing fault-

tolerant routing algorithms in ITS. We consider the routing problem over two parallel
routes (links), as shown in Fig. and Fig.
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Figure 3.1: Selection over parallel routes

Our approach and results can be extended to more complex networks and a broader class
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of ITS control capabilities, such as ramp metering and speed limit control. We consider
a stochastic model, since in practice it is not easy to deterministically predict when and
where a sensing fault will occur. We show that this model leads to tractable analysis and
insightful results for fault-tolerant design of I'TS. We study the stability and guaranteed
throughput of the network, which we consider as the resilience score. We also establish
the link between the resilience score and key model parameters, including the number of
fault-prone links and the average frequency and duration of faults.

Existing model-based traffic management approaches typically assume complete knowl-
edge of the traffic condition [13}32,65,(90], but feedback traffic management for ITS in the
face of sensing faults has not been well studied. Como et al. [12] studied the resilience
of distributed routing in the face of physical disruptions to link capacities in a dynamic
flow network. Lygeros et al. [52] proposed a conceptual framework for fault-tolerant traffic
management, but the concrete algorithms are still yet to be developed. A body of work
on fault-tolerant control has been developed for a class of dynamical systems [7,/62,93|.
However, very limited results are available for recurrent and random faults. In addition,
there exist some results on adaptive/learning-based fault-tolerant control with applications
in electrical/mechanical/aerospace engineering [57.(78,/92], but these results are not directly
applicable to I'TS, nor do they explicitly consider stochastic sensing faults.

Our modeling approach is innovative in that we model the occurrence and clearance of
sensing faults as a finite-state, continuous-time Markov process. If the sensing on a link is
normal, travelers know the true traffic state (traffic density) on the link. If the sensing is
faulty, the traffic state will appear to be zero to the travelers. Besides such denial-of-service,
our modeling approach can also be extended to incorporate other forms of sensing faults,
such as bias and distortion. We adopt the classical logit model [3] for routing; the essential
principle of this model is that more traffic will go to a less congested link. When the sensing
on a link is faulty, travelers may mistakenly consider a congested link to be uncongested.
We show that such faulty information may affect the network’s throughput. The discrete
states of the Markov process are essentially modes for the flow dynamics, which govern
the evolution of the continuous states. Hence, our model belongs to a class of stochastic
processes called piecewise-deterministic Markov processes [4,17]. Similar models have been
used for demand /capacity fluctuations [42}|44]; this chapter extends the modeling approach
to sensing faults.

A key step for resilience analysis is to determine the stability of the traffic densities
under various combinations of parameters. We study the stability of the network based on
the theory of continuous-time Markov processes [56]. We derive a necessary condition for
stability by constructing a positively invariant set for the dynamic flow network. We derive
a sufficient condition by considering a quadratic, switched Lyapunov function that verifies
the Foster-Lyapunov drift condition. We exploit a special property of the flow dynamics,

called cooperative dynamics [39}|74], to derive an easy-to-check stability criterion, which
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states that the network is stable if there exists a queueing state such that the rate of change
of the fastest growing queue averaged over the modes is negative.

Based on the stability analysis, we analyze the network’s throughput (resilience score).
We define throughput as the maximal inflow that the network can take while maintaining
stable. As a baseline, we first study the behavior of the network if both links have the same
flow functions. We perturb the baseline in multiple dimensions (probability and correlation
of sensing faults on two links) and analyze how throughput can be affected. We also show
that throughput reduces as the two link’s asymmetry increases.

The main contributions of this chapter include (i) a novel stochastic model for sensing
fault-prone transportation networks, (ii) easy-to-check stability conditions for the network,
and (iii) resilience analysis under various settings. The rest of this chapter is organized
as follows. In Section we introduce the dynamic flow model with sensing faults. In
Section we establish the stability conditions. In Section we study the resilience
score under various scenarios. In Section we summarize the conclusions and mention

several future directions.
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3.2 Dynamic flow model with sensing faults

Consider the two-link network in Fig. Let Ug(t) be the flow into link £ € {1,2} and
X (t) be the traffic density of link k& at time ¢. The capacity of link k is Fj € [0,1] where
Fy + F5 = 1. The flow out of link k is fx(Xg(t)), which is specified by the flow function

fe(zr) = Fp(1—e %), k=1,2. (3.1)

The source node is subject to a constant demand n > 0, which is considered as a model
parameter rather than a state or input variable in the subsequent analysis.

Travelers can observe the state X (¢). However, the observation is not always accurate.
We consider the sensing on each link to be stochastically switching between a “good” and a
“bad” mode. That is, we consider a set S = {1,2, 3,4} of sensing fault modes. The network

switches between the two modes according to the Markov chain in Fig. 3.2l Each mode

won s &
UV, X £ NS P

Figure 3.2: The two-link network and the Markov chain representing network switches among the sensing
fault modes.

s € S is characterized by a fault mapping T : R%O — RQZO

T 0 T 0
Ty (z) = [ L () = [ , Ts(x)=| ] , Ty(x) = [ ] : (3.2)
T2 T 0 0
In mode s, the observed state is
T =Ts(x).

At the source node, the demand 7 is distributed to each link according to a routing
policy 1 : RQZO — R220> which specifies the fraction of inflow that goes to each link according
to the logit model

e~ Bk

r)=———, k=12 3.3
o) = (33)

Note that the routing is based on the observed state rather than the true state.
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For notational convenience, with a slight abuse of notation, we write

,U/(S?x) = :U’(Ts(x))' (34)

That is, the routing policy can be viewed as a switching function p : S x R2>0 — [0, 1]? with
a discrete argument s € S and a continuous argument x € R2>0. Finally, We_ emphasize that
we consider n as a model parameter rather than a state or in})ut variable in the subsequent
analysis.

Then, we define the dynamics of the hybrid-state process {(S(t), X (t));t > 0} as follows.
The discrete-state process {S(t);t > 0} of the mode is a time-invariant finite-state Markov
process that is independent of the continuous-state process {X(t);t > 0} of the traffic
densities. The state space of the finite-state Markov process is S. The transition rate from
mode s to mode s’ is As,s- Without loss of generality, we assume that A\; s = 0 for all

s € § [76]. Hence, the discrete-state process evolves as follows:
Pr{S(t+6) = §'|S(t) = s} = As.90 +0(8), Vs #s, Vs€S.

where § denotes infinitesimal time. We assume that the discrete-state process is ergodic [30]

and admits a unique steady-state probability distribution {ps;s € S} satisfying

Ds Z )\s,s’ = Z ps’>\s’757 Vs €S, (353)

s'#s s'#s
ps =20, VseS, (3.5Db)
> pe=1 (3.5¢)
seS

The continuous-state process { X (¢);¢ > 0} is defined as follows. For any initial condition
S(0) = s and X(0) = x,

d

2 Xk (t) = (50, X®) = fe(X®). t=0 k=12 (3.6)

Note that the routing policy p defined in (3.3)-(3.4) and the flow function f defined in
(3.1) ensure that X (¢) is continuous in ¢. We can define the flow dynamics with a vector
field G : S x R%O — R? as follows:

G(s,x) == nu(s, ) — f(x). (3.7)

The joint evolution of S(t) and X (¢) is in fact a piecewise-deterministic Markov process

and can be described compactly using an infinitesimal generator [4,/17]

Lo(s,2) = (s ) = £(2)) Taglos,z) + 32 Aswlo(s',2) — gl5,2))

s'eS
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for any differentiable function g.
The network is stable if there exists Z < oo such that for any initial condition (s,z) €
S xR,

1 t
limsup/ E[| X (r)|)dr < Z. (3.8)
t—o0 t r=0

This notion of stability follows a classical definition [16], some authors name it as “first-
moment stable” |73]. The rest of this paper is devoted to establishing and analyzing the
relation between the stability of the continuous-state process { X (¢);¢ > 0} and the demand

n.
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3.3 Stability analysis

The main result of this section is as follows.

Theorem 3. Consider two parallel links with sensors switching between two modes as de-

fined in section [3.2.

1. A necessary condition for stability is that

1 1
. o) <
77(6,[@2 e + 2]34) < I, (3.9a)
1 1
—_— = < F 3.9b
77(6,521 st 2]?4) < By, (3.9b)
n <1 (3.9¢)
where z;, is the solution to
T - e
— _ Zy
771 + e Pz k( )

fork=1,2.

2. A sufficient condition for stability is that there exists 0 € RZzo such that

4 e~ BTk (0r)
{n

_ e
les kg??;} e BTs k(02) 4 o—BT; k(01) Fi(1 —e )} <0 (3.10)
S=

The rest of this section is devoted to the proof of the above result.

3.3.1 Proof of necessary condition

An apparent necessary condition for stability is
n < 1. (3.11)

If this does not hold, then the network is unstable even in the absence of sensing faults [41].
First, an invariant set of the process {X(¢);t > 0} is M = [z1,00) X [29,00). To see
this, note that for any s € S and for any (x1,z2) such that (z1,z2) ¢ M, the vector G of
time derivatives of the traffic densities has a non-zero component that points to the interior
of the invariant set M; see Figure [3.3
Xi(t
Second, by ergodicity of the process {(S(¢), X(t));t > 0} where X () = [Xl Et§]7 we
2
have for k € {1,2},

X0 = Xu0) + [ () — 1)
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Figure 3.3: Illustration of the continuous state process and the invariant set M. The arrows represent the
vector field G defined in (3.7) for the four states.

where u(7) and fi,(7) are inflow and outflow of link & at time 7. Since lim; o $X5(0) =0
and limy_, o %Xk(t) =0 a.s., then

t

0= lim % /Ot (us() = 7)) dr + X5(0) — Xi(t) | = Jim % (us(r) — fur))dr as.

t—o00 0

Note that fi(7) < Fy for any 7 > 0 and k € {1, 2}, hence

1t 1t
lim — [ wg(7r)dr = lim — / fr(T)dr < hm — | Fydr = F. (3.12)

t—oo t Jo t—oo t RN

According to the definition of steady-state probability,

1 t
lim — [ Igm—sdT =ps, as. Vs€S.
0

t—oo t
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Combining with (3.12), we obtain

1 [t I
> lim ~ = lim —
I3 _tlgglo r s uy(7)dr tlg})lo t/o npa (S(7), X(7))dr

4t
.1
—ntlggotZ:l/o Ls(r)=sp1(S(7), X (7))dr

1
>n lim -

t t 1 " . )

t—)oot(/o HS(T)ZIOdT-I-/O ]IS(T)=21+€ﬁIQdT+/O ]IS(.,.):godT-i-/o HS(T):4§dT)
1 . 1 t 1 ) 1 t

=1 /0 Istry=edr + 5 Jim ¢ /0 —y

_ D2 b4 )
_77<1 + e P2 * 2/’
which gives (3.9a). We can prove (3.9b)) in a similar way.

3.3.2 Proof of sufficient condition

Suppose that there exists a vector 6 € RQZO satisfying (3.10). Then, for the hybrid
process {(S(t), X (t));t > 0}, consider the Lyapunov function

Vis,a) = 5 (@@ =005+ (02— )1 ) +as((@m =05+ (02— 0))  (313)

where (z — 0)+ = max{0,x — 0}, k = 1,2, and the coefficients as are given by

_ 7 -1
-3 Aui A2 A3 A4 _
i£1 G- G(1,0)
T A2t =2 Aw Az23 A24 G —G(2,0)
a1, az, as, a4 7 G-G@3.0
As1 A32 — > Az Ama —G(,0)
i#3 1
R 0 0 0 |

where G is defined in (3.7) and G = Y ses PsG(s,0). Based on the ergodicity assumption

of the mode switching process, the matrix in the above must be invertible. This Lyapunov
function is valid in that V(s,z) — oo as |z|— oo for all s. Define

7, = max. (uk(s, 0) — fk(ak)), seS. (3.14)
The Lyapunov function V' essentially penalizes the quantity (z — 6)y, which can be
viewed as a “derived state”. Apparently, boundedness of X () is equivalent to the bound-

edness of (X (t)—60)+ Note that the dynamic equation of the derived state (z—0) is slightly
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different from that of x:

J pie(S(8), X () — fr(X(2) X (t) > Ok,

27 (X(t) =)+ = Di(S(), X (1)) = (e (S(), X (1) = fo(X ()4 Xi(t) =0, k=12

0 otherwise,

Applying the infinitesimal generator to the Lyapunov function, we obtain

2 2 2 2
EV(S,{L‘) = Z Z Dj(svx)(l:k - 9k)+ + Z (As,s’(as’ - as) Z(xk - 0k)+) + Zas,ka‘(Sax)

k=1 j=1 s'#s k=1 k=1
2 2
:<Z Dy(s,2) + Y Aso(ag — as)> (@ = k) 41+ asxDi(s, z) (3.15)
k=1 s'#s k=1

This proof establishes the stability of the process {(S(¢), X (¢));t > 0} by verifying that
the Lyapunov function V as defined above satisfies the Foster-Lyapunov drift condition for
stability [56]:

LV (s,z) < —clz|+d V(s,z) € S x R%, (3.16)

for some ¢ > 0 and d < oo, where |z| is the one-norm of x; this condition will imply (3.8].

To proceed, we partition RQEO, the space of x, into two subsets:
Xo={z:0<z<0}, & =45,

that is, XAy and A are the complement to each other in the space RQZO. In the rest of this
proof, we first verify (3.16)) over Xy and then over Xj.
To verify (3.16) over Xp, note that 1 and f are bounded functions, so, for any as j, there

exists d < oo such that

2
dy > ag ZDk(s,ac) V(s,z) € S x RQZO. (3.17)
k=1

In addition, (zx —0x)+ =0, k=1,2,..., K for all x € Xp; this and (3.15) imply
LV (s,x) < d;. (3.18)

Furthermore, for any ¢ > 0, there exists da = ¢|6| such that dy > c|z| for all z € . Hence,
letting d = d; + d2, we have

LV (s,x) < —clz|+d V(s,x) € S x Ap. (3.19)



To verify (3.16) over &}, we further decompose X; into the following subsets:

X ={r e X a1 > 01,25 < bo},
AP ={x € X 21 <b1,22 > 0},
Xf:{xeXlle 261,902292}.

For each x € X}, we have

[,V(s,x):( (s, ) +Z)\SS ag — @ )|(33— +|+GSZDkSI)

s'#s k=1
< ((,Ul(s x fl T ) ZASS Qg — Qg >|($_9)+|+d1
s'#s
< (@s + Z )\s,s’(as’ - as)) |($ - 9)+|+d1

s'#s

From the definition of as, we have

Ds + Z As,s/(as’ - as) = i Z ps’-@s’

s'#s s'eS

The above and (3.20]) imply

1
LV (s,x <1 ( Z ps/@y) lz|+d, =€ &Y.

s'eS

Let ¢ := —% Y sesPs Dy From , we have ¢ > 0. Hence, we have
LV (s,z) < —clz|+d, Y(s,z) € AL
Analogously, we can show
LV (s,z) < —clz|+d, V(s,x) € XF U},

and hence
LV (s,x) < —clz|+d, V(s,z) € A},

The above and (3.19)) imply the drift condition (3.16), which completes the proof.

36

(3.20)
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3.4 Resilience analysis

In this section, we study the resilience score, i.e. the guaranteed throughput (the supre-
mum of 7 that maintains stability), under various scenarios. We first consider two symmetric
links and focus on the impact of transition rates of the discrete state (Section [3.4.1)). Then,
we study how the throughput varies with the asymmetry of the links (Section [3.4.2)).

3.4.1 Impact of transition rates

If the two links are homogeneous in the sense that they have same flow functions f; = fo,

we have the main result of this section as follows:

Proposition 2. For the homogeneous network, the resilience score n*, i.e. the guaranteed

throughput has a lower bound of

1
> 3.21
g T 1+pos+p3 ( )

Proof: The lower bound results from the sufficient condition in Theorem
The homogeneity implies that F} = F» = 1/2 and 6; = 65. Now ([3.10) means that there
exists 01 € R>¢ such that

(501 +91) + T (02 p3) ) < 5 (1),

2 1+ e B0 2
that is,
1—e¢ Bo —0
(1 1 oo (P2 o) Jn <1 (3.22)

Let z = e% € (0,1], then (3.22) can be expressed as there exists z € (0, 1] such that

(1+1_Zﬁ( +ps))n <1
1+Zﬁp2 p3)|n 2

that is,
2P — (1 —(1-p2 —p3)77> P +z- (1 —(1+p2 +p3)77> <0. (3.23)

Let g(z) be the left-hand side of (3.23). Since g(z) is monotonically increasing on (0,1]
(proof is provided in Appendices), n should satisfy

9(0) =(1+p2+p3)n—1<0,

or
1

<
1 1+ p2 +ps3
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which gives the lower bound.

Table 3.1: Nominal model parameters.

Parameter Notation Nominal value
Link 1 capacity 13 0.5

Link 2 capacity Fy 0.5
Routing sensitivity to congestion 15} 1

Next, we discuss how characteristics of link failures (specifically, link failure rate and link
failure correlation) affect the resilience score. Table lists the nominal values considered
in this subsection.

Link failure rate: Suppose that the health of each link is independent of the other link.

Furthermore, suppose that the failure rates of both links are identical, denoted as p, then

P2 +ps=p=p3+ P4,
77*_ 1 _ 1
= l4pit+ps 1+2p(1—p)

When the link failure rate is either 0 or 1, the two-link network becomes open-loop, the
lower bound can naturally be 1. The lower bound reaches minimum when the link failure
rate is 0.5; see Figure 3.4

Link failure correlation: Suppose that the health of each link is correlated with the other

link while the failure rates of both links are still identical. Denote the correlation as p, then

_pa—(p2tpa)(p3+pa) _ p—p2—p?

\/DP2P3 b ’
« 1 1

T T ptps 1+2p(l—p—p)

p

As the link failure correlation increases from —p to 1 — p, the lower bound increases from
ﬁ to 1. When the failure of the two links are strongly (positively) correlated, the two-link
P

network also turns to be open-loop and hence the lower bound reaches 1; see Figure |3.4

o e
= =
0.9
T 09 El
E g 0.8
208 207
o o
0 02040608 1 -0.5 0 0.5
link failure rate p link failure correlation p

Figure 3.4: Impact of link failure probability (p = 0) and link failure correlation (p = 0.5) on the lower
bound of resilience score
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3.4.2 Impact of heterogeneous link capacities

Now we relax the assumption of symmetric links and allow £} # F,. Without loss of
generality, we assume that Fy > F,. Instead, we will consider symmetric failure rate, i.e.
p2 = ps. The following result links the resilience score to |Fy — F»|, which quantifies the

asymmetry of links:

Proposition 3. Suppose that ps = ps and Fy > F». Then, the resilience score has a lower
bound of

n* > min { L= (A= Fy) 1= palFi = Fy) } (3.24)
- 1—p ’ 1+ 2ps
Proof: Let y = e %, 2 =e %2 p= zg;zg (3.10) implies that there exists y, z € (0, 1]
such that
B B
ny nz
p1 max{yﬂ e R Fi(1—y), W - (1 - Z)}
B
n nz
+p2 maX{l T 2’6 — Fl(l — y), 1_'—7 — F2(1 — Z)}
B
ny n
—F(1—y), — Fy(1— }
+p3max{yﬁ+1 1(1—y) Pt (1 —2)
+p4max{g—F1(1—y),g—Fg(l—z)} <0 (3.25)
If 2_1p1 < Fy — F, <1, when
S R )
- l—p

there exists y < 1 — ";@fQ such that (3.25)) holds.
IfO<F —F, < ﬁ,when

1 —(1—p1—2p2)(F1 — )

Fi—F <n<
1 21N> 1+ 2ps

9

there exists y, z satisfying p(F; — F») > Fi(1—y) — F3(1 —2) >0 and p < % such that

(3.25) holds and when
n < Fl - F27

there exists y < 1 — % such that (3.25)) holds.

Therefore,
1 (Fi—F) 1
n* > 1-p1 —p1 < h-F=sl
T ] 1= —p1—2p2)(F1—F) 1
1+2p2 ’ OSFI_FZSQ,I,I

The details of the proof are provided in Appendices.
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O
Now we are ready to discuss how link capacity difference affects the resilience score.
When F; = Fy, the lower bound is ﬁ, in consistence with our lower bound in
subsection and the upper bound is 1 (note that when v2max{ps, p3} +ps < 1, we
can derive

n<l

from the necessary condition).

As Fy — I3 increases, the lower bound gradually drops and after certain point, it drops
faster to 0 while the upper bound remains 1 for a while and then drops to 0. It means that
when the difference between two link capacities gets larger, one link starts getting more
congested than the other, then the system can be less stable.

When F; — 1, F5, — 0, the network has weak resilience to the sensing faults and the

resilience score tends to be zero.

*

d*‘ ‘d

resilience score n*

0 0204 06 08 1
link capacity difference Fy — F»

Figure 3.5: Impact of link capacity difference on the lower and upper bound of resilience score
(p1 =p2=p3=ps=1/4)
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3.5 Concluding remarks

In this chapter, we propose a two-link dynamic flow model with sensing faults to study
the stability conditions and guaranteed throughput of the network. Based on this model,
we are able to derive lower and upper bounds of the resilience score and analyze the impact
of transition rates and heterogeneous link capacities on them.

This work can be extended in several directions [79]. First, we can consider a more
general network, say single-origin-single-destination acyclic network with a time-invariant
inflow at the origin, rather than a simple two parallel link network. Second, various forms of
flow functions that are relevant to different applications including road traffic, production
line, and data packets can be assumed in the model. Third, the logit model (dynamic
routing) can be replaced with other control laws such as ramp metering and max-pressure
control. Last, several types of fault modes that capture cyber-physical disruptions (e.g.
accidents are physical disruptions) can also be discussed.

The results can be validated using real-world highway traffic data. For example, we
can conduct a simulation of sensing faults and feedback ramp control for traffic flow on
Interstate 1210 near Los Angeles using PeMS data [40].

This work also provides an implementable approach to designing resilient smart highway
systems with fault-tolerant traffic control. Specific use cases include route guidance and

ramp control.
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Appendices

The monotonicity of g(z) in subsection [3.4.1]

The first derivative and the second derivative of g(z) are
g(=) = (B+ 1" = (1= (L—pa—pa)) 8" + 1,

9"(2) = Bz""2h(2),

where h(z) = (f+ 1)z — (1 —(1—p2 —pg)n) (B—1).

If 0 < 8 <1, then h(z) > h(0) = (1—(1—p2—p3)77) (1-8) >0, g"(z) = Bz 2h(2) > 0
Hence ¢'(z) is monotonically increasing on (0,1]. Since ¢'(2) > ¢(0) = 1, g(z) is also
monotonically increasing on (0,1].

If g >1,let zg = (1—(1—p2—p3 )) —1 then h(z) < 0 on (0,z) and h(z) > 0
on (29,1]. Since ¢”(z) has same sign as h(z), ¢'(z) > ¢(z0) = 1 > 0. Therefore, g(z) is

monotonically increasing on (0,1].

Detailed proof of Proposition

— F5 <1, then assume

1—(F — Fy)

<
= I1—m

let y <1-— % (note that n < #};Fﬂ < F} — F» means y exists), we have

n(l—2z7)
14 28

Now ([3.25) can be expressed as

<n<F(l-y)—F<F(1l-y) —FH(1--=2).

p1<yﬁnj_ﬁzﬁ — (1 - 2)) +P2<1rfiﬁ — (1 - z))-i—
pg(# - B(1-2)) +p4<g -~ Fy(1-2)) <0, (3.26)

that is,

(1 yP — 2P +(1_yﬁ 1— 2B
2 WPt BTN BT 1B

)p2>77 — (1 -2) <0.
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Fix y and note that when z = 0,

1 2P
LHS:7<1— - )—F
2 D1 1+y/3 n 2
1
< 5(1 —p1)17— F2
11
= _(F - F) - F
2 2( 1 2) 2
=0

then intermediate value theorem implies that there exists z such that LHS < 0.
fO<F —FK< ﬁ, first assume
1— (1 —p1—2p2)(F1 — Fh)

Fi—Fy<np<
1=52=71> 1+ 2ps

)

let y, z satisfies p(Fy — F2) > Fi(1 — y) — F»(1 — 2) (fix y and note that when z = 0,
p(F1 — Fy) + Fy(1 — 2) = (Fy — Fy) + F» = F1 > Fi(1 — y), intermediate value theorem
implies that such z exists) and Fi(1 —y) — Fo(1 —2) > 0 (let y < 1 — %(1 — 2)) and

p< P —F

7 (since @ < 1, such p exists), we have

pn = p(Fr — F2) = Fi(1 —y) — F3(1 - 2).

Now ([3.25) can be expressed as

pl(% - (1 —y)) +p2<1fzﬁ - (1 —y)>+

p3<# — Fh(1 - Z)) +P4(g — (1 - Z)) <0,

that is,
1(1+ S i 1=+ p2) il -gy) - (1 VEy(1—2) <0
- — —-y)—(1—-—p1— -z .
9 PP1 1+28 1447 p2 )1 — \p1 T~ p2)r'1 Yy P1—Dp2)L2 S

Fix p and note that when z = 0 (and hence y = 0),

1 1
LHS =2 pnp1 + 5(1+ 2p2)n — (p1 + p2)(Fy = F2) =

<A (F Bt L (1= (o= 2)(F ~ B)) — (4 p2) (B~ )~ B

:07

then intermediate value theorem implies that there exists z (and y) such that LHS < 0.

Next assume n < Fy — Fo, let y < 1— % (note that n < Fy — Fy means such y exists),

thus (3.25) can also be expressed as (3.26). Note that n < F} — Fy < @

1 , We Ccan use



similar proof as the case

1
W<F1_F2§1'
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Chapter 4

Strategic Defense against

Reliability and Security Failures

This chapter is a joint work with Li Jin. To be submitted to IEEE Transactions on
automatic Control [89).

This chapter aims to study the strategies and resilience of dynamic routing for intel-
ligent transportation system and other engineering systems such as production lines and
communication networks. Such network systems rely on connected sensing and actuating
devices for computation, communication, and coordination. However, the lack of secure-
by-design features makes them susceptible to random sensing faults and malicious spoofing
attacks. This motivates the design of feedback control strategies that are both cost-efficient
and reliable under such reliability and security failures. We consider a parallel multi-server
queuing system and model it as a Markovian decision process. A system operator protects
the routing guidance for incoming jobs dynamically based on the system status (queue
lengths). We find out that the optimal decisions of the operator are threshold-based. While
in the security setting, we extend the model to an attacker-defender game. The attacker
manipulates the routing guidance so that the jobs are wrongly allocated to servers. Both
attacking and defending induce technological costs. Hence, each player has to balance the
technological cost and queuing cost. The equilibria regimes and the best responses also
have threshold-based properties. For both settings, we study the dynamics and derive the
sufficient stability conditions of the queuing system. Besides theoretical insights, we also

present solution algorithms and numerical analysis that can support practical applications.
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4.1 Introduction

The operation of a feedback-controlled network system relies heavily on data collection
and transmission that are vulnerable to random malfunctions and malicious attacks. For
example, in the internet of vehicles, researchers have found that traffic sensors and traffic
lights can be easily intruded and manipulated [11}31]; wired/wireless communication be-
tween connected vehicles are also in the threat of various forms of attacks [1,67]. Similar
security risks also exist in production lines [49] and communication networks [18]. However,
such security risks have not been well studied in conjunction with the dynamics of network
systems, which is typically modeled as queueing processes. Moreover, since the vulnerable
sensing and actuating components are physically distributed, it is hard to predict when a
component will be attacked, and which component will be attacked. It can be seen that it
is economically infeasible and technically unnecessary to completely prevent reliability and
security failures. Yet, it is crucial to understand the risk levels under the two scenarios and
to design strategic defense mechanisms for the queueing system.

In this chapter, we develop novel models and methods to evaluate the reliability /security
risks of dynamic routing and to design an efficient deployment of protecting/defending re-
sources. We consider a system of parallel servers and queues with dynamic routing subject
to faults due to random malfunctions or malicious attacks. The system operator (de-
fender) protects the routing guidance for incoming jobs dynamically based on the system
status (queue lengths). The attacker manipulates the routing guidance so that the jobs are
wrongly allocated to servers. Attacking and defending both induce technological costs, so
the defender has to balance the technological cost and queueing cost. Our goal is to quantify
the efficiency loss (in terms of queueing delays) due to such failures and design cost-efficient
feedback control strategies. We characterize the structures of the defending strategies and
develop algorithms that efficiently compute the strategies. We also demonstrate our ap-
proach via a series of computational examples. The proposed methods are relevant to the
resilient design of intelligent transportation systems, production lines, and communication
networks.

Specifically, we consider a homogeneous Poisson arrival process of jobs and n parallel
exponential servers with identical service rates. If both sensing and actuating are normal,
the system operator allocates incoming jobs to the shortest queue; if the queues are equal,
the job is routed randomly to each server with equal or non-equal probabilities. We focus

on two scenarios of failures:

1. Reliability: The routing is faulty with a constant probability. When a fault occurs,
a job is randomly allocated to one of the n servers; otherwise the job is allocated
to the shortest queue. The system operator deploys security resources to control the
probability of faults. Deploying security resources induces a technological cost on the

defender, and the cost is identical for all jobs. The defender aims to balance the
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efficiency loss due to the faults and the technological cost to deploy security resource.

2. Security: A malicious attacker is able to modify the routing instruction with a ran-
domly generated one. The defender is able to defend individual jobs to ensure correct
routing. Both attack and defense induce technological costs. The attacker’s (resp.
defender’s) decision is the probability of attacking (resp. defending) the routing of
each customer. The attacker (resp. defender) is interested in balancing the long-time-
average network-wide queueing cost minus the attacking cost (resp. plus the defending
cost). We assume that both players use Markovian strategies; i.e. the probabilities of

attacking and defending only depend on the state of the queueing system.

Numerous results have been developed for parallel queueing systems without sensing/
actuating faults [21,23]/26,27,36137,/59]. Although some of these results provide hints for our
problem, they do not directly apply to the setting with failures. Parallel queueing systems
have been studied with delayed |47], erroneous [6], or decentralized information [60], which
provides insights for our purpose. Previous work typically relies on characterization or
approximation of the steady-state distribution of the queueing state; however, this analysis
approach is hard to be synthesized with reliability failure and security game models. In
addition, it is hard to study the steady-state distribution of queueing systems with state-
dependent transition rates.

To address this challenge, we use a Lyapunov function-based approach to study the
stability (i.e. boundedness) of the queueing system and to obtain upper bounds for the
mean number of jobs in the system. This approach has been applied to queueing systems in
settings different from that in this chapter [16,22,46]. Importantly, we use this approach to
study the queueing dynamics under state-dependent defending strategies. Using an upper
bound for queueing cost derived from the Foster-Lyapunov criterion [56], we formulate a de-
sign problem for security resource deployment. We also formulate a dynamic programming
(DP) to compute the optimal defending strategy. Using a numerical example, we show that
the DP algorithm gives a solution that is consistent with our theoretical conclusion.

Next, we characterize the equilibria of the attacker-defender game. Game theory is a
powerful tool for security risks analysis that has been extensively used in various engineering
systems [24,/53,85]. Game theoretic approaches have been applied to studying security of
routing in transportation [48,[86] and communications [8,|34]. However, to the best of our
knowledge, the security risk of feedback routing policies has not been well studied from a
perspective combining game theory and queueing theory, which is essential for capturing
the interaction between the queueing dynamics and the players’ decisions. For open-loop
attacking and defending strategies, we quantitatively characterize the security risk (in terms
of attack-induced queueing delay and technological cost for defense) in various scenarios.
We show that the game has multiple regimes for equilibria dependent on the technological
costs of attacking and of defending as well as the demand. A key finding is that the attacker
would either attack no jobs or attack all jobs. When the attacking cost is high, the attacker
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may have no incentive to attack any jobs; consequently, the defender does not need to defend
any jobs. When the attacking cost is low, the attacker will attack every job; in this case,
the defender’s behavior will depend on the defending cost. The regimes also depend on the
arrival rate of jobs: for higher arrival rates, the attacker has a higher incentive to attack, and
the defender has a higher incentive to defend. For closed-loop strategies, we again use the
Lyapunov function-based approach to derive an upper bound for the queueing cost resulting
from the attacker-defender game. In particular, we show that the defender has a higher
incentive to defend if the difference between the longest and the shortest queues is larger.
We also develop an algorithm that computes the equilibria of the game and quantifies the

security risk.
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4.2 Parallel queueing system and failure models

4.2.1 Queueing model

Consider a parallel queueing system. Jobs arrive according to a Poisson process of rate .
Each server serves jobs at an exponential rate of . Weuse X () = | X1(¢t) Xo(t) --- Xn(t) !
to denote the number of jobs, either waiting or being served, in the n servers, respectively.
The state space of the parallel queueing system is Z%,.

Without any failures, any incoming job is allocaged to the shortest queue. If there are
multiple shortest queues, then the job is randomly allocated to one of them with equal

probabilities.

4.2.2 Reliability failures

Suppose that when a job arrives at the system, its allocation is correct with probability
(1 —a) and is faulty with probability a € [0,1]. If the allocation is correct, the job joins the
n

of joining the ith queue is p; where ) p; = 1. Fig.
i=1

shortest queue. If the allocation is faulty, then the job joins a random queue; the probability
Hillustrates the routing in the presence

of reliability failures.

Server 1

Failure X1(t) = min X;(t)
L

X(OF—

Server 2

X, (O —>
System u
Operator Server n

Figure 4.1: A n-queue system with shorter-queue routing under reliability failures.

The system operator can deploy additional resources to ensure correct routing. The
probability of protecting is a state-dependent Markovian policy 5 : Z%, — [0,1], which
is selected by the system operator. Protecting a job induces a one—tim; cost of ¢, on the
system operator.

The objective of the system operator is to balance the queueing cost and the protecting
cost. We formulate this problem as an infinite-horizon continuous-time Markov decision
process.

The system operator aims to minimize the expected cumulative discounted cost J(z):

oo

J*(x) = mﬁinJ(m,B) = mﬁmE[/

e—ptC(X(t))dt(X(O) - x} :
0
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where p is the discounted factor and C : Z%; — R is the immediate cost defined as

C(&) = [€l+euB(8)-

4.2.3 Security failures

Suppose that a malicious attacker is able to compromise the system operator (defender)’s
dynamic routing. When a job arrives and is being allocated, the attacker is able to modify
the instruction sent by the operator so that the job is mistakenly allocated to a non-shortest
queue. If the attacker attacks, she needs to select the queue that the job joins. Since we only
consider Markovian strategies, it is apparent that the attacker’s best action is to allocate
the job to the longest queue. Attacks have no impact when the queues are equal. Each job
is attacked with a state-dependent probability o : Z%; — [0, 1], where a(z) is selected by
the attacker. Fig. illustrates the routing in the presence of reliability failures.

Server 1

Attacker X,(t) = min X,(t)
L

Server 2

X(0)

Defender X, (t) = max X;(t)
1A

Server n

Figure 4.2: A n-queue system with shorter-queue routing under security failures.

The defender model is essentially the same as that in the reliability setting. The only
difference is that in the security setting, the defender knows that she is playing a security
game with the strategic attacker.

We formulate the interaction between the attacker and the defender as an infinite-horizon
stochastic game with Markovian strategies.

The attacker aims to maximize the expected cumulative discounted reward V(z, a, 3)

given the defender’s Markovian strategy 5:

Vi(z,8) = maxV (z,a, 8) = maxE[ /0 h e’ptR(X(t))dt‘X(O) - m]

«

where R : Zgo — R is the immediate reward defined as

R(&) = [€[+cB(8) — car(§).

Similarly, the defender aims to minimize the expected cumulative discounted loss given



the attacker’s Markovian strategy a:

Vi(z,a) = mgn Viz,a,p).

ol
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4.3 Protection against random faults

In this section, we consider the design of the system operator’s state-dependent protect-
ing policy from two aspects: stability and optimality.

It is well known that a parallel n-queue system is stable if and only if the demand is
less than the total capacity, i.e. A < nu. In the following result, we will see that random

faults can destabilize the system.

Proposition 4. The unprotected n-queue system with faulty probability a is stable if and

only if

A < np, (4.1a)
APmaz A < M- (41b)

Furthermore, when the system is stable, the number of jobs is upper-bounded by

X = limsupZE[f(X(s))] < At np

=0 B 2(u — max(apmax, 1/n))\> . (42)

Now consider the n-queue system under protecting policy. We say that the n-queue

system is stabilizable if a stabilizing policy exists.

Theorem 4. Consider the n-queue system subject to faults. The routing of a job is faulty
with probability a. The system operator protects each job with a state-dependent probability
B:Z%y — [0,1]. Then, a stabilizable n-queue system is stable if for any x € Z% such that

x 1s not a diagonal vector, we have

]| = AT min

Blx) >1— - , (4.3)
a)‘( Z DiTi — xmin)
i=1
where Tmin = min;x; and |z|= >, x;. Furthermore, under the above condition, the
number of jobs is upper-bounded by
— A
X <2t (4.4)

2c
where ¢ = min{p — Aewin/|2]—a(1 = B@) A2, pis — Tmin) /|2[}-
Next, we study the structure of the optimal defending policy for the dynamic routing
problem.
The Hamiltonian-Jacobi-Bellman equation (derived from Kolmogorov equation) of the

dynamic programming can be written as [10]

0 = min{|o|+e(x) — pJ* (@) + L7 (@)},
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length of queue 2
-
w

0 5 10 15 20 25 30
length of queue 1

Figure 4.3: The characterization of the threshold of the stabilizing protecting policy for a two-queue
system.

where £7 is the infinitesimal generator under control policy 8. That is,

(p+ A +nu)J (x) = mln{|x]—|—cb5 +MZJ* (z —e;)") + Amin J*(z + e;)
B J

+(1— (szj* T+ e;) mmJ (a:—l—ej))} (4.5)

Here +(—)e; means adding (subtracting) 1 from ¢-th element.

Definition 5. The optimal defending policy is defined as
B* = argmin J(z, 3).
B

Remark 4. When a =0, * =0 and when x1 = x93 = -+ = x,, f*(x) = 0.
Lemma 6. The optimal defending policy is bang-bang, taking 5*(z) =0 or f*(x) =1

Proof. The expression to be minimized in the right-hand side of (4.5) is linear in B(z), so

the minimum is reached at the endpoints, that is, 0 or 1.

Therefore, the defending policy is deterministic at each state z, either defend (b = 1) or
not to defend (b = 0). Now the HJB equation turns into

<p+A+nu>J*<x>—bg5n {rm\+cbb+u2J* (z =€) ") + Amin J*(z + ;)

(1—1b) aA(ZpZ (z+ ;) minJ*(He;’))}

J

= min{ azb+z 2’|z, b)J* (x )}

be{0,1}
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Using the uniformization trick , we have

de

* _f : ~ / * (]
7 () < i {2l 0) 9 S plal ) () (4.6)
where A = X+ nu, v = A/(p+ A), &(z,b) = c(z,0)/(p + A) and p(z'|z,b) = g(a’|x,b)/A.
Without loss of generality, we assume p + A = 1 in the following.

We can set up a value iteration form of the HJB equation as
k1) s f = / (k) (o
J (z) = min {c(a:, b) + vzp(w |z, b)) (x )} (4.7)
x/

The main theorem of this section is given below.

Theorem 5. The optimal defending policy 5 : Z%, — [0, 1] is a threshold policy character-
ized by n non-intersecting monotonically non-decreasing threshold functions. Specifically, in
each polyhedron 2y, = {x € Z% | i > xy, V1 <i < n} (m =1,2,---,n), B*(z) is mono-
tonically non-decreasing in x; (i # m) when other variables are fized and monotonically

non-increasing in ., when other variables are fized. See Figure[{.])

not protect

4

length of queue 2
G

0 5 10 15 20 25 30
length of queue 1

Figure 4.4: The characterization of the optimal protecting policy for a two-queue system.

Based on Theorem [5} the key findings are: the defender is more likely to defend when

(1) the queue lengths are "unbalanced”; (2) queues are close to empty.

4.3.1 Proof of stability criteria

Consider the quadratic Lyapunov function
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For the unprotected case, by applying infinitesimal generator, we have
1< 1
LW (@) =arg Y pi((wi+ D? = aF) + (1 = A5 (i + 1? = 2
i=1

1 n
g Do (5= 1 )

=al\ szxz (1 — a) \Tmin — MZ% + /\ + = ZH%W“
=1

Note that
LW (x) < <max(apmax, 1/n)\ — u)|x!—|— (A +np).

Hence, by (4.1a)—(4.1b)) there exists a constant ¢ = g — max(apmax, 1/n)A > 0 and d =
3(A 4 np) such that
LW (z) < —clz|+d, VxeZ%,

By [56, Theorem 4.3], the above implies (4.2]) and thus stability.

For the protected case, by applying infinitesimal generator, we have
LW (z) =a(l — B(x)) A= Z — —a(l— L ' Ly
= pi l’z + 1) (E 1 a(l /8( )) A2 (xmln + 1) Lmin
+,UEZ]I ((x-—l)z—x2>
9 4 x>0 ( i
—a 1 - )‘szxz (1 _a(l _6( ))))\xmm ,szvl"' A+ - Zﬂxz>0,u

=1

Note that
2

Hence, by (4.3) there exists a constant ¢ = mig{u — Amin /|| —a(1 — B(x)) A1 pizi —
x>
Zmin)/|2z|} > 0 and d = (X + nu) such that

LW (x) < —clz|+d, Vx e ZY,.

By [56, Theorem 4.3], the above implies (4.4 and thus stability. O
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4.3.2 Proof of Theorem [5

Proposition 5. The optimal cost function J* : 2Ly — R has the following properties:
(i) (symmetry) J* is symmetric, i.e. J*(x) = J*(ox) where ox is a permutation of x.
(ii) (monotonicity) J* is non-decreasing, i.e. J*(x) > J*(y) if x; > y; for alli (1 <i < mn).

(iii) (convexity) J* is convex in each variable, i.e. J*(x + e;) — J*(x) < J*(x + 2¢;) —
J*(x +€;).

() (Schur convexity) J* is Schur convex, i.e. J*(x +e;) > J*(x + e;) if x; > z;.

(v) (supermodularity) J* is supermodular, i.e. J*(x + e; + e;) + J*(x) > J*(x + €;) +
J*(x + ej).

Since we need the symmetry and Schur convexity in the proof of Theorem [5| we provide

the proofs of them and omit the proofs of other properties.

Proof of symmetry. Note that for any =,

o |oz|= |x],

d {0’((]} - 61)+)7 e )0-((‘7: - en)+)} is a permutation of {(‘T - 61)+, T (.T - en)+}7
e {o(x+ey1), --,0(x+e,)} is a permutation of {x + ey, -,z + ey},
then by (4.6) we can conclude that J*(x) = J*(ox). O

Proof of Schur convexity. We will use induction to prove x; > z; = J*) (x4e;) > J () (z+ej)

for any z, k.

Base Step. Tt is easy to verify that J(© =0, JW(z) = |z| and JP(z) = (1 + A)|z|+\ —
1> Ie>0. Then we have 2; > 2; = J@(x +¢;) > J@ (2 +¢;) for any 2. Note that the
inequality is strict for some z, say (1,0,---,0). The reason we start the base step from
k = 2 is to avoid reaching trivial conclusions, say all inequalities are basically equalities.

We will use similar base steps in the proofs of Theorem [5| and Theorem
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Induction Step. According to the value iteration (4.7)),

JE @t e) = T (@ ) =p Y [T (@t ei = e)™) = T (@ + ¢ — ) )]
=1
+ /\[mlinJ(k)(x +ei+e)— mlinJ(k)(ac +e; + el)}

+ min {cb, a)\[Zle(k)(x +eit+e)— mlin J(k)(az +e; + el)} }
=1

— min {cb,a)\[Zle(k)(:L‘ +ej+e)— mlin JH) (4 ej + el)} }
=1

Note that based on the induction hypothesis, when x; > x;, for any [ we have
JB((z—e)t +e) > TW((x—e)T +¢)),

JB (x4 e +e) > T®(z+ej+¢),

and thus
T (@ +ei —e)t) 2 TO (@ + e —e)"),

mlinJ(k)(x +ei+e)> mlinJ(k)(x +ej+e).
Then we can conclude that
JED (2 4 ¢;) > JEHD (2 4+ ¢;).

Therefore, the Schur convexity z; > x; = J*(x + ¢;) > J*(x + ¢;) always holds. O

Proof of Theorem [5. Let m = argmin; ;. To demonstrate the existence of the threshold

policy, we will show that

Bx+e) = 57 (x) (Vizm)

4.8
B (x + em) < B (). )

Because of Schur convexity, J*(z + e;) > J*(x + en,) (Vi # m). We can rewrite (4.6) as

J*(z) = bér{l(i)ﬁ} {\x!—l—cbb—}—u; J*((x—ei)+)+)\J*(x—|—em)—|—(1—b)a/\[;pij*(x—i—ei)—J*(x—}—em)] }
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Let A(z) = > piJ* (x 4+ €;) — J*(x + e, then (4.8]) is essentially
i=1

Alx +¢€) > A(x) (Vi#m)

4.
Az + en) < Az). (19)

We will use induction based on value iteration to prove (4.9), that is, let A®)(z) =
n

pid B (x4 ¢;) — JF) (z + e,,), it is sufficient to show
=1

2

AW (2 4+ ¢;) > AP (z) (Vi # m)

(4.10)
AP (2 4+ ep) < AW (2),

for all k.

Induction step. According to the value iteration (4.7)), we have Vj # m,

A 1 6;) = MG (@) = S IAD (a -+ ¢ — e ) — AP (- )
+ /\[A(k)(a: +ejt+en)— AR (x + em)]

+ Zn:pi min {cb, aAAP (2 + e + ei)} — min {cb, aAAP (2 + e + em)}
i=1

— Zn:pi min {cb, a A k) (x+ ei)} + min {cb, a A k) (x+ em)},
=1

and

A 1 6~ AC (@) Y IAD (o + e - e)t) - AV (x )
i=1

+ AAR (2 4 2¢,,) — AW (2 4 €,,,)]

+ zn:pi min {cb, aAAP) (2 + e, + ei)} — min {cb, aAA®) (7 + 2em)}
i=1

- Zpi min {cb, aAA®) (7 + ei)} + min {cb, aAA®) (7 + em)},
i=1
Note that based on the induction hypothesis, we have Vj # m,
AB (o + e — ) 2 AW (@ — e0)*) 2 AF (@ + e —e)*),

AW (2t e;+e) > AP (x4 ¢;) > AW (2 + ey + €4),

AP (z + ej + em) > AP (z 4 ) > AP (2 + 2e,,).
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Then we can conclude that
AFD (2 4 ¢j) > AFTD(@) (V] #m)

AFD () < AP (2 4 e,

Thus the existence of an optimal threshold policy is established. ]

4.3.3 Numerical Analysis

In this subsection, we introduce an algorithm that can estimate the optimal state-
dependent protecting policy £*, then we use it to conduct numerical analysis on 1) the
relationship between the incentive to defend and key parameters; 2) the comparison between
the optimal policy and two naive open-loop policies.

We call the solution algorithm truncated policy iteration (see Algorithm, it is adapted
from the classic policy iteration algorithm [77] and based on the dynamic programming .

The incentive to defend is non-decreasing in the failure probability a, non-increasing in

the technology cost ¢, and non-decreasing in the throughput A. See Figure |4.5

I
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1 -=- A=1.6, p=1
A=1, u=1
1 =-- A=0.4, u=1

-
N

=
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VX, B¥(x) =0
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° o
o ©
) )

N
N
L

o
N

Ix, B¥(x) =1

o
<)
L

0.0 0.2 0.4 0.6 0.8 1.0
failure probability a

Figure 4.5: The relationship between 8* and a, ¢, A (fixing p =1, n = 2).
The optimal closed-loop protecting policy 5* can significantly reduces the security risk,

compared to the open-loop policies. See Figure 4.6 The simulation results are based on

the average of 20 episodes, each with 10000s.
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Algorithm 1 Truncated policy iteration for estimating § ~ * (continuing)

Algorithm parameters: small € > 0

Initialize array J € R and 8 € {0,1} arbitrarily (e.g. J(z) =0, f(z) =0, for all z € X =
{0,1,2,---,B}"

repeat

repeat
A+0

foreach x € X do
v < J(x)
¢+ |z|+cpB(x)
J(@) < e+ Y p(a'|z,b) I (@)
A + max(A, |v — J(z,b)|)
end
until A < ¢;
stable < True
foreach x € X do
old-action+ ()

if aA(ZpZ-J*(:c +e;) — min; J*(x + ej)) < ¢p then

| ) =0
end
else
| B(z)=1
end

if old-action# 7(x) then
| stable < False
end

end

until stable = True;
Output a deterministic policy 8 ~ *

85000

-== V¥x, B(x) =0
80000 B*(x)

-== Vx, B(x)=1
75000

cumulative cost
(=)} ~
w o
o o
o o
o o

60000 -

55000 -

50000 A

45000

0.0 0.2 0.4 0.6 0.8 1.0
failure probability a

Figure 4.6: The comparison of cumulative cost between open-loop policies and the optimal closed-loop
policy (A = 0.4, u = 0.25, ¢, = 0.005).
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4.4 Defense against strategic attacks

For the state-dependent attacking and defending strategies, we derive the following

property for the stability of the n-server system and for any equilibrium:

Theorem 6. Consider the n-server system subject to attacks. The attacker (resp. defender)
follows a Markovian strategy o : Z%, — [0,1] (resp. B :Z%; — [0,1]). Then, the n-server
system is stable if there exists a compact set Xy = [0,0]" such that for any x € ZZ,, when

x 1s not a diagonal vector, we have

a(@)(1 - f(a)) < A= Arnin/I7] (4.11)

)\(xmax - l‘min)/|x‘ ’

where Tmax = max; x;. Furthermore, any equilibrium (a, 5*) must satisfy the above, and

the number of jobs is upper-bounded by

A+ nuy
2¢

X < (4.12)
where ¢ = g;ig{u — Mepin/|z]—a(2)(1 — B(2))AN(Tmax — Tmin)/|2|}-

Next, we discuss the equilibria of the stochastic security game.

Definition 6. The optimal attacking (resp. defending) strategy o (resp. *) satisfies that

for each state x € 7%,

o (z) = argmax V) (z, 8%), f*(z) = argmin Vj3(z, ™).
a B

The value of the attacker (defender) is V(x, 5*) (resp. Vj(x,a*)). In particular, (a*, %)

is a Markovian perfect equilibrium.

Proposition 6. The Markovian perfect equilibrium of this two-person non-cooperative stochas-

tic security game always exists.

Proof. Note that the state space 7% is countable and the action space [0, 1] is compact.

By [25], the total-discounted return equilibrium policy exists. O
According to Shapley’s extension on minimax theorem for stochastic game [71],
Va(z, o) = Vi(z, 57) = V*(z).
Similar to the derivation of , by assuming p + A + nu = 1 we get

V() =mgcin et 3() —caole) + 0 V(@ =) Amin Ve )

+ a(x)(1 — B(:c)))\(mjax V¥ +ej) — mjin V(x4 ej)> } (4.13)
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The main theorem of this section is given below.

Theorem 7. The stochastic security game has the following regimes of Markovian perfect
equilibria (a*, *):

e Type I: (0,0) (low risk)
o Type II: (1,0) (medium risk)

o Type III: (cp/0%,1—cq/6*) (high risk) where 6*(x) = A(max; V*(x +e;) —min; V*(z +
¢;))

Furthermore, Type I and Type II regimes are characterized by n(n — 1) non-intersecting
symmetric monotonically non-decreasing threshold functions; Type II and Type III regimes

are characterized by other n(n—1) non-intersecting symmetric monotonically non-decreasing
threshold functions (see Figure and Figure @
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Figure 4.7: The equilibria regimes of the stochastic security game for a two-queue system.
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Figure 4.8: The optimal attacking and defending strategies for a two-queue system.
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4.4.1 Proof of stability results

Consider the quadratic Lyapunov function

Applying infinitesimal generator, we have
LW (z) = a(x)(1—B(2))A\emax + (1 —a(z)(1- B(a:))))\a:min - Z; px; + 5)\ + 3 z;]prgu.
Note that
1
LW (z) < a(z)(1 — B(2))MTmax — Tmin) + ACmin — ,u|33|—|—§()\ + np).

Hence, by (4.11) we have ¢ = min{p — Azmin/|2|—a(x)(1 — B(2))AN(@max — Tmin)/|2|)} > 0
and d = (X + np) such that

LW (z) < —clz|+d, Vx € ZY,.
By [56, Theorem 4.3], the above implies (4.12) and thus stability. O

4.4.2 Proof of Theorem [7|

Proposition 7. The value function V* : Z% ) — R has the following properties:
(i) V* is symmetric, i.e. V*(x) = V*(ox) where ox is a permutation of x.
(i) V* is non-decreasing, i.e. V*(x) > V*(y) if x; > y; for alli (1 <i<n).
(i1i) V* is convex in each variable, i.e. V*(x +€;) — V*(z) < V*(x 4 2¢;) — V¥ (x + €;).
(tv) V* is Schur convex, i.e. V*(x +e;) > V*(x + ¢;) if z; > z;.
(v) V* is supermodular, i.e. V*(x +e; +e;) + V*(z) > V*(x +e;) + V¥ (z +¢).

The proof should be similar to the proof of Proposition [5, so we omit it here.

Proof of Theorem [7. Based on the symmetry, without loss of generality, we only need to
consider the case when x1 = max; z;, x, = min; ;. Because of Schur convexity, V(x+e1) =
max; V(z +e;), V(z + e,) = min; V(z + €;). We can rewrite (4.13)) as

V*(x) :mgxmgn {\xH—cbﬁ(x) — cqa(x) + MZ V*((x —e)T) + AV* (2 + ep)

+a(z)(1 —ﬁ(:c)))\(V*(a:+61) —V*(m+en))}. (4.14)
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Let D(x) = V*(z +e1) — V*(x + e,). To demonstrate the existence of threshold functions,
we will show that the type of the equilibrium is monotonically non-decreasing in x; when
other variables are fixed and monotonically non-increasing in x,, when other variables are
fixed, that is,

D(x +e1) > D(z), D(x+e,) <D(z). (4.15)

We will use induction based on value iteration to prove, that is, let D®) (z) = V) (2 4e;) —
V) (2 + e,), it is sufficient to show

DE(z+e1) >DW(z), DF(x+e,) <DP (). (4.16)
Induction step. According to the value iteration form of (4.14), we have

D(k+1)($ +e1)— D(k—&-l)(x) :M[D(k) (z) — D(k)((gg — el)+)]
+ ,U,[D(k)((ﬁﬂ +ep — en)—l-) _ D(k)((gg — en)—i-)]
+AD® (2 + e + en) — D (x4 e,)]

CaCb
—i—max{o mln{)\ N+ 2e1) — cay 5 — /\D(’f)(x+261)}
— max { n{)\D (x+e1+en) = Carcp— -
1 n as b AD®) (x4 €1 + ey)
CaCh
imax{ Il{)\D CL‘+€1 — Ca, Cp — )WM}
—i—max{() mm{)\D (T +en) — caycp — /\D(’f)czl;:—em}.

Note that based on the induction hypothesis, we have
D ((z+e1—en)") = DH((z - en)") = D (2) > DV ((@ - e1) "),

DO (2 4 2¢1) > DF)(z + e1) > DP) (2 4 €1 + €,) > DF) (z + e,).

Then we can conclude that D+ (z+e;) > D*+)(z) and prove D+ (z) < DED (2 4e),)
in a similar way. Thus the existence of the threshold functions is established. The derivation

of the equilibria regimes is given in the following subsection. O

4.4.3 Equilibrium analysis

Based on the Bellman equation (4.13), we develop an algorithm adapted from Shapley’s
algorithm [2,/71] to compute the minimax value and minimax equilibrium strategy. See
Algorithm
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Algorithm 2 Shapley’s algorithm for estimating V ~ V*, f ~ *, a ~ o* (continuing)
Set V(z) =0forallz € X

repeat
A<+0

foreach x € X do
v+ V(x)
Build auxiliary matrix game M (z, V)
Compute the value val(M) by using Shapley-Snow method
V(z) < val(M)
A+ |v—V(x)
end
until A < ¢;
foreach x € X do
Build auxiliary matrix game M (z, V)
Compute a and 5 from M (z, V') by using Shapley-Snow method
end

Here the auxiliary matrix game M (z, V) is

0 Cp

1 1
—_ et i ;
(’”””HMZ:V((JS ") +Amin V(e + ;) [1 1]+ —Cat b —cotCp

and the value val(M) given by Shapley-Snow method [72] is

||+ 3 V(2 —e;)™) + Amin; V(z + ¢j), d < cq
val(M) = { [z[—ca + p 22 V((x — €;) ") + Amax; V(z + ¢;), e <6<y

|+ + 3 V(e — e)T) + Amin; V(z + €j) — coep/d,  d > max{cq, cp}

where 6 = A(max; V(z + €;) — min; V(z + ¢;)).

Remark 5. The equilibrium (a*,3*) and the value V* are in the following three cases

depending on the relationship between §* = A(max; V*(x +e;) —min; V*(x+e;)) and cq, cp.
o 0" < ¢y = (a*,p*)=(0,0)
o ¢, < <= (aF, %) =(1,0)

e 0* > max{cy,cp} = (a*, %) = (ep/0*, 1 — o /%)
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4.5 Concluding Remarks

In this chapter, we analyze the reliability /security risk of feedback-controlled queueing
systems and propose advice for strategic defense. We consider a system of parallel servers
and queues with dynamic routing subject to reliability and/or security failures. For the re-
liability setting, we formulate it as an infinite-horizon Markov decision problem. We derive
sufficient conditions for stability under state-dependent defending strategies. By formulat-
ing the infinite-horizon dynamic programming, we prove the threshold-based characteristic
of the system operator’s optimal protecting policy. We also use the truncated policy itera-
tion to compute the policy. For the security setting, we formulate it as an attacker-defender
game. The attacker selects the probability of modifying a job’s allocation while the defender
selects the probability of defending a job’s allocation. Both attacking and defending induce
technological costs, so the defender has to balance the technological cost and queuing cost.
We characterize the equilibria regimes and apply Shapley’s algorithm to compute the state-
dependent strategies for both players. We also present numerical analysis to illustrate our
proposed models and methods.

This work can be further extended to general networks. Another research direction
of future studies is the algorithm design. Specifically, the truncated policy iteration and
the Shapley’s algorithm have the limitations that 1) they can only run for finite state
space rather than countable infinite state space; 2) they need a relatively large space for
storage. Such limitations motive the design of more efficient (in both time and space) deep
reinforcement learning algorithms. It may be useful to utilize the threshold-based properties
and policy /value function optimization in the design.

This work also provides the basis for allocating recovery resources and designing reliable
failure-tolerant routing algorithms. The results can also support the design of secure trans-
portation and logistics systems. Specific applications include app-based routing, signal-free

intersection control, and packet routing.
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